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1 Intr oduction

1.1 Overview

GRMON is a generaldebug monitor for the LEON processor, andfor SOCdesignsbasedon the GRLIB IP
library. GRMON includes the following functions:

¥ Read/write access to all system registers and memory
¥ Built-in disassembler and trace buffer management
¥ Downloading and execution of LEON applications
¥ Breakpoint and watchpoint management
¥ Remote connection to GNU debugger (gdb)
¥ Support for JTAG, RS232, PCI and ethernet debug links

Earlier versionsof GRMON includedseparateback-endsfor LEON2 andLEON3 target systems,andalsoa
LEON2 simulatorback-end(TSIM). As of GRMON-1.1the simulatorback-endhasbeenremoved and the
LEON2/3 back-ends have been merged. The LEON2 (and LEON3) simulators are available separately.

1.2 Supported platforms and system requirements

GRMON is currently provided for three platforms: Linux-x86, Windows (2K/XP) and Windows with cygwin.

1.3 Obtaining GRMON

Theprimarysite for GRMON is http://www.gaisler.com/, wherethelatestversionof GRMON canbeordered
and evaluation versions downloaded.

1.4 Installation

GRMONcanbeinstalledanywhereon thehostcomputer- for conveniencetheinstallationdirectoryshouldbe
addedto thesearchpath.ThecommercialversionsuseaHASP4licensekey. SeeappendixB for installationof
device drivers under Windows and Linux platforms.

1.5 GRMON Evaluation version

Theevaluationversionof GRMONcanbedownloadedfrom www.gaisler.com.Theevaluationversionmaybe
usedduring a period of 21 days without purchasinga license.After this period, any commercialuse of
GRMON is not permittedwithout a valid license.The following featuresarenot available in the evaluation
version:

¥ Support for LEON-FT
¥ Loadable modules
¥ Custom LEON2 con®guration ®les

1.6 Problem reports

Please send problem reports or comments tosupport@gaisler.com.
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2 Debugging concept

2.1 Overview

TheGRMON debug monitor is intendedto debug system-on-chip (SOC)designsbasedon theLEON proces-
sor. Themonitorconnectsto a dedicateddebug interfaceon thetargethardware,throughwhich it canperform
readandwrite cycleson theon-chipbus(AHB). Thedebug interfacecanbeof varioustypes:theLEON2 pro-
cessorsupportsdebuggingover a serialUART and32-bit PCI,while LEON3 alsosupportsJTAG andethernet
debug interfaces.On thetargetsystem,all debug interfacesarerealizedasAHB masterswith thedebug proto-
col implementedin hardware.Thereis thusnosoftwaresupportnecessaryto debugaLEON system,anda tar-
get system does in fact not even need to have a processor present.

GRMON canoperatein two modes:command-linemodeandGDB mode.In command-linemode,GRMON
commandsareenteredmanuallythrougha terminalwindow. In GDB mode,GRMON actsasa GDB gateway
and translates the GDB extended-remote protocol to debug commands on the target system.

GRMONis implementedusingthreefunctionallayers:commandlayer, debugdriver layer, anddebuginterface
layer. Thecommandlayerconsistof ageneralcommandparserwhich implementscommandsthatareindepen-
dentof the useddebug interfaceor target system.Thesecommandsincludeprogramdownloadingandßash
programming.
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Thedebug driver layer implementscustomcommandswhich arerelatedto thecon®gurationof thetargetsys-
tem.GRMON scansthetargetsystemat startup,anddetectswhich IP coresarepresentandhow they arecon-
®gured.For eachsupportedIP core,a debug driver is enabledwhich implementsadditionaldebug commands
for thespeci®ccore.Suchcommandscanconsistof memorydetectionroutinesfor memorycontrollers,or pro-
gram debug commands for the LEON processors.

Thedebug interfacelayerimplementsthedebug link protocolfor eachsupporteddebug interface.Theprotocol
dependson which interfaceis used,but providesa uniform read/writeinterfaceto the upperlayers.Which
interface to use for a debug session is speci®ed through command-line options during the start of GRMON.

2.2 Target initialization

WhenGRMON ®rstconnectsto the target system,it scansthe systemto detectwhich IP coresarepresent.
This is doneby readingtheplug&play informationwhich is normallylocatedataddress0xfffff000ontheAHB
bus.A debug driver for eachrecognizedIP coreis theninitialized, andperformsa core-speci®cinitialization
sequenceif required.For amemorycontroller, theinitializationsequencewould typically consistof amemory
probeoperationto detectthe amountof attachedRAM. For a UART, it could consistof initializing the baud
rate generator and ßushing the FIFOs. After the initialization is complete, the system con®guration is printed:

 GRMON LEON debug monitor v1.1

 Copyright (C) 2004,2005 Gaisler Research - all rights reserved.
 For latest updates, go to http://www.gaisler.com/
 Comments or bug-reports to support@gaisler.com

 using port /dev/ttyS0 @ 115200 baud
 initialising ..............
 detected frequency:  40 MHz

 Component                            Vendor
 Leon3 SPARC V8 Processor             Gaisler Research
 AHB Debug UART                       Gaisler Research
 AHB Debug JTAG TAP                   Gaisler Research
 Simple 32-bit PCI Target             Gaisler Research
 AHB interface for 10/100 Mbit MA     Gaisler Research
 LEON2 Memory Controller              European Space Agency
 AHB/APB Bridge                       Gaisler Research
 Leon3 Debug Support Unit             Gaisler Research
 AHB interface for 10/100 Mbit MA     Gaisler Research
 Generic APB UART                     Gaisler Research
 Multi-processor Interrupt Ctrl       Gaisler Research
 Modular Timer Unit                   Gaisler Research
 Generic APB UART                     Gaisler Research

 Use command Õinfo sysÕ to print a detailed report of attached cores

grmon>
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More detailed system information can be printed using the Ôinfo sysÕ command:

grmon> inf sys
00.01:003   Gaisler Research  Leon3 SPARC V8 Processor (ver 0)
             ahb master 0
02.01:007   Gaisler Research  AHB Debug UART (ver 0)
             ahb master 2
             apb: 80000700 - 80000800
             baud rate 115200, ahb frequency 40.00
03.01:01c   Gaisler Research  AHB Debug JTAG TAP (ver 0)
             ahb master 3
04.01:012   Gaisler Research  Simple 32-bit PCI Target (ver 0)
             ahb master 4
05.01:005   Gaisler Research  AHB interface for 10/100 Mbit MA (ver 0)
             ahb master 5
00.04:00f   European Space Agency  LEON2 Memory Controller (ver 0)
             ahb: 00000000 - 20000000
             ahb: 20000000 - 40000000
             ahb: 40000000 - 80000000
             apb: 80000000 - 80000100
             32-bit prom @ 0x00000000
             64-bit sdram: 2 * 128 Mbyte @ 0x40000000, col 9, cas 2, ref 15.6 us
01.01:006   Gaisler Research  AHB/APB Bridge (ver 0)
             ahb: 80000000 - 80100000
02.01:004   Gaisler Research  Leon3 Debug Support Unit (ver 0)
             ahb: 90000000 - a0000000
             AHB trace 128 lines, stack pointer 0x4ffffff0
             CPU#0 win 8, hwbp 2, itrace 128, V8 mul/div, srmmu, lddel 1
                   icache 2 * 16 kbyte, 32 byte/line lrr
                   dcache 2 * 16 kbyte, 32 byte/line lrr
05.01:005   Gaisler Research  AHB interface for 10/100 Mbit MA (ver 0)
             irq 12
             ahb: fffb0000 - fffb1000
01.01:00c   Gaisler Research  Generic APB UART (ver 1)
             irq 2
             apb: 80000100 - 80000200
             baud rate 38400
02.01:00d   Gaisler Research  Multi-processor Interrupt Ctrl (ver 3)
             apb: 80000200 - 80000300
03.01:011   Gaisler Research  Modular Timer Unit (ver 0)
             irq 8
             apb: 80000300 - 80000400
             8-bit scaler, 2 * 32-bit timers, divisor 40
09.01:00c   Gaisler Research  Generic APB UART (ver 1)
             irq 3
             apb: 80000900 - 80000a00
             baud rate 38400

The detailedsystemview alsoprovidesinformationaboutaddressmapping,interruptallocationandIP core
con®guration.
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2.3 LEON2 target systems

Theplug&play informationwasintroducedin theLEON3processor(GRLIB), andis notavailablein LEON2.
If GRMONis notableto detecttheplug&playarea,it will switchto aLEON2legacy mode.A LEON2system
hasa ®xed set of IP coresand addressmapping,and GRMON will usean internal plug&play table that
describes this con®guration:

 GRMON LEON debug monitor v1.1

 using port /dev/ttyUSB1 @ 115200 baud
GRLIB plug&play not found, switching to LEON2 legacy mode

 initialising .........
 detected frequency:  40 MHz

 Component                            Vendor
 LEON2 Memory Controller              European Space Agency
 LEON2 SPARC V8 processor             European Space Agency
 LEON2 Configuration register         European Space Agency
 LEON2 Timer Unit                     European Space Agency
 LEON2 UART                           European Space Agency
 LEON2 UART                           European Space Agency
 LEON2 Interrupt Ctrl                 European Space Agency
 AHB Debug UART                       Gaisler Research
 LEON2 Debug Support Unit             Gaisler Research

 Use command 'info sys' to print a detailed report of attached cores

grmon[grlib]> inf sys
00.04:00f   European Space Agency  LEON2 Memory Controller (ver 0)
             ahb: 00000000 - 20000000
             ahb: 20000000 - 40000000
             ahb: 40000000 - 80000000
             apb: 80000000 - 80000010
             8-bit prom @ 0x00000000
             32-bit sdram: 1 * 64 Mbyte @ 0x40000000, col 9, cas 2, ref 15.6 us
01.04:002   European Space Agency  LEON2 SPARC V8 processor (ver 0)
             apb: 80000014 - 80000018
02.04:008   European Space Agency  LEON2 Configuration register (ver 0)
             apb: 80000024 - 80000028
             val: 6877bf00
03.04:006   European Space Agency  LEON2 Timer Unit (ver 0)
             apb: 80000040 - 80000070
04.04:007   European Space Agency  LEON2 UART (ver 0)
             apb: 80000070 - 80000080
             baud rate 38400
05.04:007   European Space Agency  LEON2 UART (ver 0)
             apb: 80000080 - 80000090
             baud rate 38400
06.04:005   European Space Agency  LEON2 Interrupt Ctrl (ver 0)
             apb: 80000090 - 800000a0
07.01:007   Gaisler Research  AHB Debug UART (ver 0)
             apb: 800000c0 - 800000d0
             baud rate 115200, ahb frequency 40.00
08.01:002   Gaisler Research  LEON2 Debug Support Unit (ver 0)
             ahb: 90000000 - a0000000
             trace buffer 512 lines, stack pointer 0x43fffff0
             CPU#0 win 8, hwbp 2, V8 mul/div, lddel 1
                   icache 1 * 8 kbyte, 32 byte/line
                   dcache 1 * 8 kbyte, 32 byte/line
grmon[grlib]>
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Theplug&play tableusedfor LEON2 is ®xed,andno automaticdetectionof presentcoresis attempted.Only
thosecoresthatneedto beinitializedby GRMONareincludedin thetable,sothelisting mightnotcorrespond
to theactualtarget. It is however possibleto loada customcon®guration®lethatdescribesthe targetsystem
con®guration using the-cfg startup option:

./grmon -cfg leon2.cfg

 GRMON LEON debug monitor v1.1

 using port /dev/ttyS0 @ 115200 baud
 reading configuration from leon2.cfg
 initialising ......
 detected frequency:  40 MHz

 Component                            Vendor
 AHB Debug UART                       Gaisler Research
 Generic APB UART                     Gaisler Research
 LEON2 Interrupt Ctrl                 European Space Agency
 LEON2 Timer Unit                     European Space Agency
 LEON2 Memory Controller              European Space Agency
 LEON2 Debug Support Unit             Gaisler Research

 Use command 'info sys' to print a detailed report of attached cores

grmon[grlib]> inf sys
00.01:007   Gaisler Research  AHB Debug UART (ver 0)
             apb: 800000c0 - 800000d0
             baud rate 115200, ahb frequency 40.00
01.01:00c   Gaisler Research  Generic APB UART (ver 0)
             apb: 80000070 - 80000080
             baud rate 38400
02.04:005   European Space Agency  LEON2 Interrupt Ctrl (ver 0)
             apb: 80000090 - 800000a0
03.04:006   European Space Agency  LEON2 Timer Unit (ver 0)
             apb: 80000040 - 80000070
04.04:00f   European Space Agency  LEON2 Memory Controller (ver 0)
             ahb: 00000000 - 20000000
             ahb: 20000000 - 40000000
             ahb: 40000000 - 80000000
             apb: 80000000 - 80000010
             8-bit prom @ 0x00000000
             32-bit sdram: 1 * 64 Mbyte @ 0x40000000, col 9, cas 2, ref 15.6 us
05.01:002   Gaisler Research  LEON2 Debug Support Unit (ver 0)
             ahb: 90000000 - a0000000
             trace buffer 512 lines, stack pointer 0x43fffff0
             CPU#0 win 1, lddel 1
                   icache 4 * 1 kbyte, 4 byte/line lru
                   dcache 4 * 1 kbyte, 4 byte/line lru
grmon[grlib]>

The formatof the plug&play con®guration®leis describedin sectionx. It canbeusedfor both LEON3 and
LEON2 systems.
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3 Operation

3.1 General

A GRMON debug session typically consists of the following steps:

· Attaching to the target system and examining the con®guration
· Uploading application program and executing using GRMON commands
· Attaching to GDB and debugging through the GDB protocol

The following sections will describe how the various steps are performed.

3.2 Starting GRMON

GRMON is startedby giving thegrmoncommandin a terminalwindow. Without options,GRMON will try to
connectto the target using the serialdebug link. UART1 of the host (ttyS0 or COM1) will be used,with a
default baudrateof 115200baud.On windows hosts,GRMON canbe startedin a commandwindow (com-
mand.com) or in a cygwin shell. Below is the syntax and the accepted command line options:

grmon [options]

Options:

-abaudbaudrate

Set applicationbaudratefor UART 1 & 2. By default, 38400 baud is used.

-baud brate Usebratefor theDSU seriallink. By default,115200baudis used.Possiblebaudratesare
9600,19200,38400,57600,115200,230400,460800.Ratesabove 115200needspecial
uart hardware on both host and target.

-c input_Þle Executable®leto be loadedinto memory. The input ®leis loadedinto the target memory
according to the entry point for each segment. Recognized formats are elf32 and S-record.

-eth Connect using ethernet. Requires the EDCL core to be present in the target system.

-fr eqsysclk Overrides the detected system frequency. The frequency is speci®ed in MHz.

-gdb Listen for gdb connection directly at start-up.

-jtag Connect to the JTAG Debug Link using Xilinx Parallel Cable III or IV.

-leon2 Force LEON2 legacy mode.

-pci Connect to the DSU using PCI device /dev/phob0.

-port gdbport Set the port number for gdb communications. Default is 2222.

-stackval Setval as stack pointer for applications, overriding the auto-detected value.

-u Put UART 1 in loop-back mode, and print its output on monitor console.

-uart device By default,GRMONcommunicateswith thetargetusingthe®rstuartportof thehost.This
canbe overriddenby specifyingan alternative device. Device namesdependon the host
operatingsystem.On unix systems(andcygwin), serialdevicesarenamedas/dev/ttyXX.
On windows, use com1 - 4.

-ucmd Þle Load a user command module.

In addition, the debug drivers can also accept command line options.
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3.3 GRMON command-line interface

GRMONdynamicallyloadslibreadline.soif availableonyourhostsystem,andusesreadline() to enterand
editmonitorcommands.Shortformsof thecommandsareallowed,e.gc, co, or con, areall interpretedascont.
Tabcompletionis availablefor commands,text-symbolsand®lenames.If libreadline.sois not found,fgets()
is usedinstead(no history, pooreditingcapabilitiesandno tab-completion).Below is a descriptionof someof
the morecommoncommandsthat areavailableregardlessof loadeddebug drivers.For the full list of com-
mands, see appendix A.1.

batch ®le_name execute a batch ®le of grmon commands

disas <addr> [length] disassemble memory

echo echo string in monitor window

help show available commands or usage for speci®c command

info [dri vers | libs | reg | sys]show available debug drivers, system registers or system con®guration

load®le_name load a ®le into target memory (elf32 or srecord)

mem[addr] [ length] display memory

symbols show symbols or load symbols from ®le

quit exit grmon

wmem <addr> <data> write word to memory

Below is a list of someof commandsprovided by the LEON debug supportunit (DSU) debug driver. These
commandsareavailablewhenaLEON processorandassociateddebugsupportunit is presentin thetargetsys-
tem. See appendix A.2 for a full list of DSU commands.

break <addr> print or add breakpoint

cont continue execution

dcache show data cache

delete <bpnum> delete breakpoint(s)

ßoat display FPU registers

gdb [port] connect to gdb debugger

go [addr] start execution without initialization

hbreak print breakpoints or add hardware breakpoint (if available)

icache show instruction cache

proÞle [0 | 1] enable/disable/show simple pro®ling

register show/set integer registers

run [addr] reset and start execution at last entry point, or ataddr

stack [val] show/set the stack pointer

step [n] single step one or [n] times

watch [addr] print or add data watchpoint
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3.4 Common debug operations

3.4.1Loading of Þles to target memory

A LEON software application can be uploaded to the target system memory using theload command:

grmon> load  stanford_leon
section: .text at 0x40000000, size 54368 bytes
section: .data at 0x4000d460, size 2064 bytes
section: .jcr at 0x40024e68, size 4 bytes
total size: 56436 bytes (90.9 kbit/s)
read 196 symbols
entry point: 0x40000000

The supported®leformat is elf32-sparcandsrecord.Eachsectionis loadedto its link address.The program
entrypoint of the®leis useto setthe%pcwhentheapplicationis laterstartedwith run. It is alsopossibleto
verify that the ®le has been loaded correctly using theverify  command:

grmon> veri  stanford_leon
section: .text at 0x40000000, size 54368 bytes
section: .data at 0x4000d460, size 2064 bytes
section: .jcr at 0x40024e68, size 4 bytes
total size: 56436 bytes (64.9 kbit/s)
entry point: 0x40000000

Any discrepancies will be reported in the GRMON console.

3.4.2Running applications

To runaprogram,®rstusetheload commandto downloadtheapplicationandtherun to startit. Theprogram
should have been compiled with either the BCC, RCC or sparc-linux tool-chain.

grmon> lo stanford_leon
section: .text at 0x40000000, size 54368 bytes
section: .data at 0x4000d460, size 2064 bytes
section: .jcr at 0x40024e68, size 4 bytes
total size: 56436 bytes (90.8 kbit/s)
read 196 symbols
entry point: 0x40000000
grmon> run
Starting
    Perm  Towers  Queens   Intmm      Mm  Puzzle   Quick  Bubble    Tree     FFT
      34      67      33     117    1117     367      50      50     250    1133

Nonfloating point composite is        144

Floating point composite is        973

Program exited normally.
grmon>

Theoutputfrom theapplicationnormallyappearson theLEON UARTs andthusnot in theGRMON console.
However, if GRMON is startedwith the -u switch, the UART output loopedback to its own receiver and
printedon theconsoleby GRMON.Theapplicationmustbereloadedbeforeit canbeexecutedagain, in order
to restorethe.datasegment.If theapplicationusestheLEON MMU (e.g.linux-2.6)or installsdataexception
handlers(e.g.eCos),theGRMONshouldbestartedwith -nb to avoid goinginto breakmodeonapage-faultor
dataexception.Notethatthe-u optiondoesnotwork whenfor snapgearlinux applications.Instead,a terminal
emulator should be connected to UART 1 of the target system.
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3.4.3Inserting breakpoints and watchpoints

Instructionbreakpointsareinsertedusingthebreakor hbreakcommands.Thebreakcommandinsertsasoft-
warebreakpoint(ta 1), while hbreak will inserta hardwarebreakpointusingoneof the IU watchpointregis-
ters.To debug codein read-onlymemories,only hardwarebreakpointscanbeused.Notethat it is possibleto
debugany RAM-basedcodeusingsoftwarebreakpoints,evenwheretrapsaredisabledsuchasin traphandlers.

Datawrite watchpointsareinsertedusingthewatch command.A watchpointcanonly coveronewordaddress,
block watchpoints are not supported by GRMON.

3.4.4Displaying processor registers

The current register window of a LEON processor can be displayed using theregcommand:

grmon> reg

          INS       LOCALS      OUTS     GLOBALS
   0:  00000008   0000000C   00000008   00000000
   1:  80000070   00000020   80000070   00000008
   2:  0000000D   43FFFDF0   0000000D   43FFF6F8
   3:  FFFFFFFF   00000003   FFFFFFFF   4000D010
   4:  43FFF7B8   00000001   43FFF7B8   00000001
   5:  4000D008   00000004   4000D008   00000000
   6:  43FFF618   00000000   43FFF618   00000000
   7:  00000001   00000010   00000001   4000633C

 psr: F20000E2   wim: 00000080   tbr: 40000060   y: 00000000

 pc:  40003e44  be  0x40003fb8
 npc: 40003e48  mov  %i1, %i3

Other registerwindows canbe displayedusing reg wn, whenn denotesthe window number. Use the ßoat
command to show the FPU registers (if present).

3.4.5Displaying memory contents

Any memorylocationcanbedisplayedusingthemem(or x) command.Thecommandrequiresanaddressand
anoptionallength.If a lengthargumentis provided,that is interpretedasthenumberof bytesto display. If a
programhasbeenloaded,text symbolscanbeusedinsteadof a numericaddress.Thememorycontentis dis-
played hexa-decimal format, grouped in 32-bit words. The ASCII equivalent is printed at the end of the line.

grmon> mem 0x40000000

 40000000  a0100000  29100004  81c52000  01000000    ...)....• .....
 40000010  91d02000  01000000  01000000  01000000    . .............
 40000020  91d02000  01000000  01000000  01000000    . .............
 40000030  91d02000  01000000  01000000  01000000    . .............

grmon> mem 0x40000000 16

 40000000  a0100000  29100004  81c52000  01000000    ...)....• .....

grmon> mem main 48

 40003278  9de3bf98  2f100085  31100037  90100000    .‹À./...1..7....
 40003288  d02620c0  d025e178  11100033  40000b4b    & Ë%‡x...3@..K
 40003298  901223b0  11100033  40000af4  901223c0    ..#û...3@..™..#Ë
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If the memorycontentsis SPARC machinecode,the contentscanbe displayedin assemblycodeusing the
disas command:

grmon> dis  0x40000000 10
 40000000  a0100000   clr  %l0
 40000004  29100004   sethi  %hi(0x40001000), %l4
 40000008  81c52000   jmp  %l4
 4000000c  01000000   nop
 40000010  91d02000   ta  0x0
 40000014  01000000   nop
 40000018  01000000   nop
 4000001c  01000000   nop
 40000020  91d02000   ta  0x0
 40000024  01000000   nop

grmon> dis  main
 40003278  9de3bf98   save  %sp, -104, %sp
 4000327c  2f100085   sethi  %hi(0x40021400), %l7
 40003280  31100037   sethi  %hi(0x4000dc00), %i0
 40003284  90100000   clr  %o0
 40003288  d02620c0   st  %o0, [%i0 + 0xc0]
 4000328c  d025e178   st  %o0, [%l7 + 0x178]
 40003290  11100033   sethi  %hi(0x4000cc00), %o0
 40003294  40000b4b   call  0x40005fc0
 40003298  901223b0   or  %o0, 0x3b0, %o0
 4000329c  11100033   sethi  %hi(0x4000cc00), %o0
 400032a0  40000af4   call  0x40005e70
 400032a4  901223c0   or  %o0, 0x3c0, %o0

3.4.6Using the trace buffer

TheLEON processorandassociateddebug supportunit (DSU) canbeencon®guredwith tracebuffersto store
both the latestexecutedinstructionsand the latestAHB bus transfers.The tracebuffers are automatically
enabledby GRMON duringstartup,but canalsobeindividually enabledanddisabledusingtmode command.
Thecommandsahb, inst andhist commandsareusedto displaythecontentsof thebuffers.Below is anexam-
ple debug session that shows the usage of breakpoints, watchpoints and the trace buffer:

grmon> load  samples/stanford
section: .text at 0x40000000, size 41168 bytes
section: .data at 0x4000a0d0, size 1904 bytes
total size: 43072 bytes (94.2 kbit/s)
read 158 symbols
grmon> tm both
combined processor/AHB tracing
grmon> break  Fft
grmon> watch   0x4000a500
grmon> bre
num   address        type
  1 : 0x40003608    (soft)
  2 : 0x4000a500    (watch)
grmon> run
watchpoint 2  free + 0x1c8 (0x400042d0)
grmon> ahh
   time      address   type   data    trans size burst mst lock resp  tt  pil irl
  239371467  400042d8  read   38800002   3    2    1    0    0    0   06   0   0
  239371469  400042dc  read   d222a100   3    2    1    0    0    0   06   0   0
  239371472  4000a4fc  read   00000000   2    2    0    0    0    0   06   0   0
  239371480  4000a4fc  write  000005d0   2    2    0    0    0    0   06   0   0
  239371481  90000000  read   000055f9   2    2    0    3    0    0   06   0   0
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grmon> inst
   time      address   instruction                 result
  239371473  400042bc  ld  [%o2 + 0xfc], %o0       [00000000]
  239371475  400042c0  cmp  %o1, %o0               [000005d0]
  239371476  400042c4  bgu,a  0x400042cc           [00000000]
  239371478  400042c8  st  %o1, [%o2 + 0xfc]       [4000a4fc 000005d0]
  239371479  400042cc  sethi  %hi(0x4000a400), %o2 [4000a400]
grmon> del  2
grmon> break
num   address        type
  1 : 0x40003608    (soft)
grmon> cont
breakpoint 1  Fft (0x40003608)
grmon> hist
  254992755  40003870  sethi  %hi(0x4001f800), %l0 [4001f800]
  254992759            ahb read,  mst=0, size=2    [40003880 94146198]
  254992760  40003874  mov  19, %i0                [00000013]
  254992761            ahb read,  mst=0, size=2    [40003884 961423cc]
  254992762  40003878  mov  256, %o0               [00000100]
  254992763            ahb read,  mst=0, size=2    [40003888 190fec00]
  254992764  4000387c  or  %l2, 0x28c, %o1         [40014e8c]
  254992765            ahb read,  mst=0, size=2    [4000388c 7fffff5f]
  254992766  40003880  or  %l1, 0x198, %o2         [40014598]
  254992767            ahb read,  mst=0, size=2    [40003890 9a102000]
  254992769            ahb read,  mst=0, size=2    [40003894 b0863fff]
  254992771  40003884  or  %l0, 0x3cc, %o3         [4001fbcc]
  254992772  40003888  sethi  %hi(0x3fb00000), %o4 [3fb00000]
  254992773  4000388c  call  0x40003608            [4000388c]
  254992774  40003890  mov  0, %o5                 [00000000]

Whenprinting executedinstructions,thevaluewithin bracketsdenotesthe instructionresult,or in thecaseof
storeinstructionsthestoreaddressandstoredata.Thevaluein the®rstcolumndisplaystherelative time,equal
to theDSUtimer. Thetimeis takenwhentheinstructioncompletesin thelastpipelinestage(write-back)of the
processor. In a mixed instruction/AHBdisplay, AHB addressandreador write valueappearwithin brackets.
The time indicateswhen the transfercompleted,i.e. when HREADY was asserted.Note: when switching
betweentracingmodesthecontentsof thetracebuffer will not bevalid until executionhasbeenresumedand
the buffer re®lled.

3.4.7ProÞling

GRMON supportspro®lingof LEON applicationswhenrun on realhardware.Thepro®lingfunctioncollects
(statistical)information on the amountof execution time spendin eachfunction. Due to its non-intrusive
nature,thepro®lingdatadoesnot take into considerationif thecurrentfunction is calledfrom within another
procedure. Even so, it still provides useful information and can be used for application tuning.

grmon> profile 1
Profiling enabled
grmon> run
resuming at 0x40000000
Starting
    Perm  Towers  Queens   Intmm      Mm  Puzzle   Quick  Bubble    Tree     FFT
      50      33      17     116    1100     217      33      34     266     934

Nonfloating point composite is        126

Floating point composite is        862

Program exited normally.
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grmon> prof

function                 samples     ratio(%)
__unpack_f                 23627      16.92
__mulsf3                   22673      16.24
__pack_f                   17051      12.21
__divdi3                   14162      10.14
.umul                       8912       6.38
Fit                         7594       5.44
__muldi3                    6453       4.62
_window_overflow            3779       2.70
Insert                      3392       2.42
__addsf3                    3327       2.38
_window_underflow           2734       1.95
__subsf3                    2409       1.72
Fft                         2207       1.58
start                       2165       1.55
Innerproduct                2014       1.44
Bubble                      1767       1.26
rInnerproduct               1443       1.03
Place                       1371       0.98
Remove                      1335       0.95
Try                         1275       0.91
Permute                     1125       0.80

NOTE: pro®ling is not available on early LEON2-FT processors, such as LEON2FT-UMC and AT697.

3.4.8Forwarding application console output

If GRMONis startedwith -u, theLEON UART1 will beplacedin loop-backmode,with ßow-controlenabled.
During theexecutionof anapplication,theUART receiverwill beregularlypolled,andall applicationconsole
output will be printed on the GRMON console.It is then not necessaryto connecta separateterminal to
UART1 to seetheapplicationoutput.For this to work, the following restrictionsmustbemetby theapplica-
tion:

· The UART control register must not be modi®ed such that loop-back is disabled
· The UART data register must not be read

3.4.9Multi-pr ocessor support

In systemswith more than one LEON3 processors,the cpu commandcan be usedto control the stateand
debuggingfocusof theprocessors.In MP systems,theprocessorsareenumeratedwith 0 - n-1, wheren is the
numberof processors.Eachprocessorcanbe in two states;enabledor disabled.Whenenabled,theprocessor
will bestartedwhenany of therun, cont or gocommandsaregiven.Whendisabled,theprocessorwill remain
haltedregardlessof which commandthat are given. In addition,one of the enabledprocessorwill also be
active. All debuggingcommandssuchasdisplayingregistersor addingbreakpointswill be directedto the
active processor only. Switching of active processor can be done using the Ôcpu activenÕ command

At start-up,processor0 is enabledandactive while remainingprocessorsaredisabled.This allows non-MP
software to execute on MP systems. Additional processors can be enabled using the Ôcpu enablenÕ command:
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grmon[grlib]> cpu
 cpu 0: enabled active
 cpu 1: disabled
grmon[grlib]> cpu en 1
 cpu 0: enabled active
 cpu 1: enabled
grmon[grlib]> cpu act 1
 cpu 0: enabled
 cpu 1: enabled active

If grmon is started with the-mp switch, all processors will be enabled by default.

Breakpointsaremaintainedon processorbasis.Whenexecuting,only thebreakpointsof theactive processor
are enabled, the breakpoints of the other processors are not enabled or inserted into the main memory.

It is possibleto debugMP systemsusinggdb. Whengdbis attached,it is thecurrentlyactiveprocessorthatwill
receive the gdb commands.Switchingof processorcanonly be doneby detachinggdb,selectinga different
processorto becomeactive,andthere-attachinggdb. Notethatgdbremembersthebreakpointsbetweendetach
and re-attachment.

3.5 Symbolic debug information

GRMON will automaticallyextract (.text) symbolinformationfrom elf-®les.Thesymbolscanbeusedwhere
an address is expected:

grmon> break main
grmon> run
breakpoint 1  main (0x40001ac8)
grmon> disas strlen 3
 40001e4c  808a2003   andcc  %o0, 0x3, %g0
 40001e50  12800016   bne  0x40001ea8
 40001e54  96100008   mov  %o0, %o3

Thesymbolscommand can be used to display all symbols, or to read in symbols from an alternate (elf) ®le:

grmon[dsu]> symbols samples/hello
read 71 symbols
grmon[dsu]> symbols
0x40000000 L _trap_table
0x40000000 L start
0x4000102c L _window_overflow
0x40001084 L _window_underflow
0x400010dc L _fpdis
0x400011a4 T _flush_windows
0x400011a4 T _start
0x40001218 L fstat
...

Readingsymbolsfrom alternate®lesis necessarywhendebuggingself-extractingapplications,suchasboot-
proms created with mkprom or linux/uClinux.
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3.6 GDB interface

3.6.1Attaching to gdb

GRMONcanactasaremotetargetfor gdb,allowing symbolicdebuggingof targetapplications.To initiategdb
communications, start the monitor with the-gdb switch or use the GRMONgdb command:

$ grmon -gdb

 using port /dev/ttyS0 @ 115200 baud

gdb interface: using port 2222

Then,startgdb in adifferentwindow andconnectto GRMONusingtheextended-remoteprotocol.By default,
GRMON listens on port 2222 for thegdb connection:

(gdb) target extended-remote pluto:2222
Remote debugging using pluto:2222
0x40000800 in start ()
(gdb)

3.6.2Running application in gdb

To load and start an application, use the gdbload andrun command.

$ gdb stanford
(gdb) target  extended-remote pluto:2222
Remote debugging using pluto:2222
0x40000800 in start ()
(gdb) load
Loading section .text, size 0xcb90 lma 0x40000000
Loading section .data, size 0x770 lma 0x4000cb90
Start address 0x40000000, load size 54016
Transfer rate: 61732 bits/sec, 278 bytes/write.
(gdb) bre main
Breakpoint 1 at 0x400039c4: file stanford.c, line 1033.
(gdb) run
The program being debugged has been started already.
Start it from the beginning? (y or n) y
Starting program: /home/john/samples/stanford

Breakpoint 1, main () at stanford.c:1033
1033        fixed = 0.0;
(gdb)

To interruptexecution,Ctrl-C canbetypedin bothGDB andGRMONwindows.Theprogramcanberestarted
usingthe GDB run commandbut a load has®rstto be executedto reloadthe programimageon the target.
Software trap 1 (ta 1) is used by gdb to insert breakpoints and should not be used by the application.
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3.6.3Executing GRMON commands in gdb

While gdbis attachedto GRMON,normalGRMON commandscanbeexecutedusingthegdbmonitor com-
mand. Output from the GRMON commands is then displayed in the gdb console:

(gdb) monitor hist
   time      address   instruction                 result
    4484188  40001e90  add  %g2, %o2, %g3          [6e1f766e]
    4484194  40001e94  andn  %g3, %g2, %g2         [001f0000]
    4484195  40001e98  andcc  %g2, %o0, %g0        [00000000]
    4484196  40001e9c  be,a  0x40001e8c            [40001e3c]
    4484197  40001ea0  add  %o1, 4, %o1            [40003818]
    4484198  40001e8c  ld  [%o1], %g2              [726c6421]
    4484200  40001e90  add  %g2, %o2, %g3          [716b6320]
    4484201  40001e94  andn  %g3, %g2, %g2         [01030300]
    4484202  40001e98  andcc  %g2, %o0, %g0        [00000000]
    4484203  40001e9c  be,a  0x40001e8c            [40001e3c]

3.6.4Detaching

If gdb is detachedusingthedetachcommand,themonitor returnsto thecommandprompt,andtheprogram
canbedebuggedusingthestandardGRMON commands.Themonitorcanalsobere-attachedto gdbby issu-
ing thegdb command to the monitor (and thetarget command to gdb).

GRMON translatesSPARC trapsinto (unix) signalswhich areproperlycommunicatedto gdb. If theapplica-
tion encountersa fataltrap,executionwill bestoppedexactlybeforethefailing instruction.Thetargetmemory
and register values can then be examined in gdb to determine the error cause.

3.6.5SpeciÞc GDB optimisation

GRMONdetectsgdbaccessto registerwindow framesin memorywhicharenotyetßushedandonly residein
theprocessorregister®le.Whensuchamemorylocationis read,GRMONwill readthecorrectvaluefrom the
register®leinsteadof thememory. This allows gdbto form a functiontrace-backwithoutany (intrusive) mod-
i®cationof memory. This featureis disabledduringdebuggingof codewheretrapsaredisabled,sincenotvalid
stack frame exist at that point.

GRMON detectsthe insertionof gdb breakpoints,in form of the `ta 1' instruction.When a breakpointis
inserted,thecorrespondinginstructioncachetagis examined,andif thememorylocationwascachedthetagis
cleared to keep memory and cache synchronized.

3.6.6Limitations of gdb interface

For optimaloperation,gdb-5.3con®guredfor grmonshouldbeused(providedwith RCCandBCCcompilers).

Do not usethe gdb where commandin partsof an applicationwheretrapsaredisabled(e.g.traphandlers).
Sincethestackpointeris not valid at this point,gdbmight go into anin®niteloop trying to unwindfalsestack
frames.
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4 Debug interfaces

4.1 Overview

Thedefault communicationsinterfacebetweenGRMONandthetargetsystemis thehost'sserialport,connect
to the AHB uart of the target system.ConnectingusingJTAG, PCI or ethernetcanbe performedusing the
switches listed below:

-eth Connect using ethernet. Requires the EDCL core to be present in the target system.

-pci Connect to the DSU using PCI device /dev/phob0.

-jtag Connect to the JTAG Debug Link using Xilinx Parallel Cable III or IV.

4.2 Serial debug interface

To successfullyattachGRMON usingtheAHB uart,®rstconnecttheserialcablebetweentheuartconnectors
on targetboardandthehostsystem.Thenpower-upandresetthetargetboardandstartGRMON.Usethe-uart
option in casethetarget is not connectedto the®rstuartport of your host.Below is a list of start-upswitches
applicable for the AHB uart interface:

-baud baudrate Usebaudratefor theDSU seriallink. By default, 115200baudis used.Possiblebaud
ratesare9600,19200,38400,57600,115200,230400,460800.Ratesabove 115200
need special uart hardware on both host and target.

-ibaud baudrate Usebaudrate to determinethe target processorfrequency. Lower ratemeanshigher
accuracy. Thedetectedfrequency is printedon theconsoleduringstartup.By default,
115200 baud is used.

-uart device By default,GRMONcommunicateswith thetargetusingthe®rstuartportof thehost.
This canbeoverriddenby specifyinganalternative device. Device namesdependon
thehostoperatingsystem.On unix systems(andcygwin), serialdevicesarenamedas
/dev/ttyXX. On windows, use com1 - 4.

WhenGRMON connectsto the target with the serial interface,the systemclock frequency is calculatedby
comparingthesettingin theAHB uartbaudrategeneratorto theusedcommunicationsbaudrate.This detec-
tion has limited accuracy, but can be improved by selectinga lower detectionbaudrate using the -ibaud
switch.On somehosts,it might benecessaryto lower thebaudratein orderto achieve a stableconnectionto
the target. In this case, use the-baud switch with the 57600 or 38400 options.

4.3 Ethernet debug interface

If the target systemusesthe EDCL ethernetcommunicationlink core,GRMON canconnectto the system
usingethernet.In this case,startGRMON with -eth. Thedefault network parameterscanbesetthroughaddi-
tional switches:

-emem <size> Usesize for the target system's EDCL packet buffer. Default is 2 (kbytes)

-ip <ipnum> Useipnum for the target system IP number. Default is 192.168.0.51.

-udp <port> Useport for the target systemUDP port. Default is 8000.

It is importantnot to specifymorememorywith the -ememswitch thanwhat is implementedin the EDCL
core.
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4.4 PCI debug interface (Linux only)

If targetsystemhasa PCI interface,GRMON canconnectto thesystemusingthePCI bus.In this case,start
GRMON with -pci or -pcidev # (seeoptionsbelow). ThePCI interfacesusestheopen-sourcePHOBgeneric
device driver for linux, which must loaded before GRMON is started:

root@mars:~/phob-1.0# ./phob_load vendor_id=0x16e3 device_id=0x021

WhenthePHOBdriver is loaded,makesurethatthecorrespondingdevicesarewritableby theuser. Thedriver
includesascript(phob_load)thatcanbeeditedfor thecorrectchmodoperation.Oncethedriver is loaded,start
GRMON with the -pci switch.

-uart device The -uart is also used when more than one board is handled by the phob driver, e.g.:
grmon -i -pci -uart /dev/phob0afor 1st board
grmon -i -pci -uart /dev/phob1afor 2nd board

GRMON supportstheGaislerResearchPCI coresinsideGRLIB (pci_gr, pci_target,pci_mtf,pcidma)andthe
Insilicon PCI core (pci_is) on the AT697 (LEON2-FT) device.

4.5 JTAG debug interface

If targetsystemhastheJTAG AHB debug interface,GRMON canconnectto thesystemthroughXilinx Paral-
lel CableIII or IV. Thecableshouldbeconnectedto thehostcomputersparallelport,andGRMON shouldbe
startedwith the -jtag switch.On linux systems,theGRMON binaryhasto beownedby thesuperuser(root)
andhave `s' (setuseror groupID onexecution)permissionbit set(chmod+sgrmon).GRMONwill reportthe
devices in the JTAG chain. If an unknown device is found, initialization of the JTAG chain will fail and
GRMON will reporttheJTAG ID of theunknown device. In this case,reportthedevice ID andcorresponding
JTAG instructionregister length to GaislerResearchandthe device will be supportedin a future releaseof
GRMON.

$ grmon -jtag -u

 using JTAG cable on parallel port
 JTAG chain: xc3s1500 xcf04s xcf04s
 .
 .
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5 Debug drivers

5.1 LEON2 and LEON3 debug support unit (DSU) drivers

TheDSUdebugdriversfor LEON2andLEON3processorshandlemostof thefunctionsregardingapplication
debugging,processorregisteraccessandtracebuffer handling.SincetheDSUfor LEON2andLEON3arenot
identical, two separate drivers are used.

5.1.1Inter nal commands

The driver for the LEON2/3 debug support unit provides the following internal commands:

ahb [length] Print the AHB trace buffer. ThelengthAHB transfers will be printed, default is 10.

break <addr> print or add breakpoint

cont continue execution

cpu [enable | disable | active] cpuid

Controlprocessorsin LEON3 multi-processor(MP) systems.Without parameters,the
cpu command prints the processor status.

dcache[0 | 1] show, enable or disable data cache

delete <bpnum> delete breakpoint(s)

ßoat display FPU registers

gdb [port] connect to gdb debugger

go [addr] start execution without initialization

hbreak print breakpoints or add hardware breakpoint (if available)

hist [length] Print the tracebuffer. The lengthlast executedinstructionsor AHB transferswill be
printed, default is 10.

icache [0 | 1] show, enable or disable instruction cache

proÞle [0 | 1] enable/disable/show simple pro®ling

register show/set integer registers

run [addr] reset and start execution at last entry point, or ataddr

stack [val] show/set the stack pointer

step [n] single step one or [n] times

tmode [proc | ahb | both | none]

Select tracing mode between none, processor-only, AHB only or both.

wash Clear all SRAM and SDRAM memory

watch [addr] print or add data watchpoint

5.1.2Command line switches

The following command line switches are accepted:

-mp Start-up in MP mode (all processors enabled)
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5.2 LEON2 memory controller dri ver

The LEON2 memory controller debug driver provides functions for memory probing and waitstate control.

5.2.1Inter nal commands

mcfg1 [value] Set the default value for memorycon®gurationregister 1. When the `run' commandis
given,MCFG1,2&3 areinitialized with their default valuesto provide theapplication
with a clean startupenvironment. If no value is give, the current default value is
printed.

mcfg2 [value] As mcfg1 above, but setting the default value of the MCFG2 register.

mcfg3 [value] As mcfg1 above, but setting the default value of the MCFG3 register.

5.2.2Command line switches

The following start-up switches are recognized:

-banks ram_banks

Overrides the auto-probed number of populated ram banks.

-casdelay Programs SDRAM to either 2 or 3 cycles CAS delay. Default is 2.

-nosram Disable sram and map sdram from address 0x40000000

-ram ram_size

Overrides the auto-probed amount of static ram. Size is given in Kbytes.

-romrws waitstates

Setwaitstatesnumber of waitstates for rom reads.

-romwwswaitstates

Setwaitstatesnumber of waitstates for rom writes.

-romwswaitstates

Setwaitstatesnumber of waitstates for both rom reads and writes.

-ramrws waitstates

Setwaitstatesnumber of waitstates for ram reads.

-ramwws waitstates

Setwaitstatesnumber of waitstates for ram writes.

-ramws waitstates

Setwaitstatesnumber of waitstates for both ram reads and writes.
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5.3 On-chip logic analyser driver (LOGAN)

TheLOGAN debugdrivercontainscommandsto controltheLOGAN on-chiplogic analyzercore.It allows to
setvarioustriggeringconditions,andto generateVCD waveform ®lesfrom tracebuffer data.All logic ana-
lyzer commands are pre®xed withla.

5.3.1Inter nal commands

la status Reports status of logan (equivalent with writing just la).

la arm Arms the logan. Begins the operation of the analyzer and sampling starts.

la reset Stop the operation of the logan. Logic Analyzer returns to idle state.

la pm [trig level] [pattern] [mask]

Sets/displaysthe completepatternand maskof the speci®edtrig level. If not fully
speci®edthe input is zero-paddedfrom the left. Decimal notationonly possiblefor
widths less than or equal to 64 bits.

la pat [trig level] [bit] [0 | 1]

Sets/displays the speci®ed bit in the pattern of the speci®ed trig level to 0/1.

la mask [trig level] [bit] [0 | 1]

Sets/displays the speci®ed bit in the mask of the speci®ed trig level to 0/1.

la trigctrl  [trig level] [match counter] [trig condition]

Sets/displaysthematchcounterandthetriggercondition(1 = trig onequal,0 = trig on
not equal) for the speci®ed trig level.

la count [value] Set/displaysthe trigger counter. The valueshouldbe betweenzeroanddepth-1and
speci®es how many samples that should be taken after the triggering event.

la div [value] Sets/displaysthe samplefrequency divider register. If you specifye.g.Òladiv 5Óthe
logic analyzer will only sample a value every 5th clock cycle.

la qual [bit] [value]Sets/displayswhich bit in the sampledpatternthat will be usedasquali®erandwhat
value it shall have for a sample to be stored.

la dump [®lename] This dumps the trace buffer in VCD format to the ®le speci®ed (default is log.vcd).

la view [start index] [stop index] [®lename]

Printsthespeci®edrangeof the tracebuffer in list format. If no ®lenameis speci®ed
the commands prints to the screen.

la page [page] Sets/printsthe pageregisterof the logan.Normally the userdoesn't have to be con-
cernedwith this becausedumpandview setsthe pageautomatically. Only useful if
accessing the trace buffer manually via the grmon mem command

The LOGAN driver cancreatea VCD waveform ®leusing the `la dump' command.The ®lesetup.logan is
usedto de®newhich partof thetracebuffer belongto which signal.The®leis readby thedebug driver before
a VCD ®leis generated.An entry in the®leconsistsof a signalnamefollowedby its sizein bits separatedby
white-space. Rows not having these two entries as well as rows beginning with an # are ignored.
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Example:

count31_16 16
count15_6 10
count5_0 6

Thiscon®gurationhasa totalof 32 tracedsignalsandthey will bedisplayedasthreedifferentsignalsbeing16,
10 and6 bits wide.The®rstsignalin thecon®guration®lemapsto themostsigni®cantbits of thevectorwith
thetracedsignals.ThecreatedVCD ®lecanbeopenedby waveformviewerssuchasGTKWave or Dinotrace.
Below is an example trace displayed in GTKWave.

To simplify theoperationof thelogic analyzer, a graphicalGUI is available.TheGUI is written in Tcl/Tk and
canbeconnectedto GRMONusingthegdbinterface.To usetheGUI, enterthegdbcommandin GRMONand
then launch the tcl ®le logan.tcl.

Theleft sideof theGUI window hasthesettingsfor thedifferenttrig levels,i.e. pattern,mask,matchcounter
andtrigger condition.Which trig level the settingsapply to is chosenfrom an option menu.The ÒDownload
confÓbutton transfersthe valuesto the on-chip logic analyzer. The patternandmaskis paddedwith zeroes
from the left if not fully speci®ed.They canbeenteredeitherin hexadecimalor decimalbut thereis a limita-
tion that no signal can be wider than 64 bits.

Theright sideof thewindow showsthestatusthesettingswhichcontrolthetracebuffer. Thesesettingsaresent
to thelogic analyzerwhentheuserpressesenter. The`armed'and`triggered'®eldsof thestatuscanbere-read
by pressing the ÒUpdate statusÓ button.

Therearealsobuttonsto arm andresetthe logic analyzeraswell asto dumpthe vcd-®leandlaunchGTK-
Wave. Any GRMON command can be issued from the entry below these buttons.

Fromthe®lemenuthecurrentcon®gurationcanbesavedanda new onecanbe loaded.TheGUI defaultsto
thesamecon®guration®leastheGRMONdebugdriver. If thecon®gurationis savedit addsinformationabout
thesetupwhich is ignoredby GRMON.Whensaving/loadingany ®lenamemaybespeci®edbut duringstartup
the GUI readsthe Òsetup.loganÓ®le.Only ®lespreviously saved by the GUI canbe loadedfrom this menu
option.
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6 FLASH pr ogramming

GRMONincludesßashprogrammingroutinesintendedto usedwith GaislerResearch'sandPenderElectronic
Design's LEON2/3developmentboards.Otherboardsmight besupportedif they useIntel ßashproms,but no
guaranteesaregiven. The ßashprogrammingcommandsare only supportedif the target systemcontainsa
LEON2memorycontroller(MCTRL). Both32-and8-bit widepromsaresupported,but not16-bit. It is imper-
ative thatthepromwidth in theMCFG1registercorrectlyreßectsthewidth of theexternalprom.Thefollow-
ing ßash programming commands are provided:

ßash Print the on-board ßash memory con®guration

ßash disable Disable writing to ßash

ßash erase [addr | all]

Erasea ßashblock at addressaddr, or the completeßashmemory(all). An address
range is also support,e.g. `ßash erase 0x1000 0x8000'.

ßash load <®le>

Programtheßashmemorywith thecontents®le. Recognized®leformatsareELF and
srecord.

ßash lock [addr | all]

Lock a ßashblock at addressaddr, or the completeßashmemory(all). An address
range is also support, e.g. `ßash lock 0x1000 0x8000'.

ßash lockdown [addr | all]

Lock-down a ßashblock at addressaddr, or the completeßashmemory(all). An
address range is also support, e.g. `ßash lockdown 0x1000 0x8000'.

ßash query Print the ßash query registers

ßash status Print the ßash lock status register

ßash unlock [addr | all]

Unlock a ßashblock at addressaddr, or thecompleteßashmemory(all). An address
range is also support, e.g. `ßash unlock 0x1000 0x8000'.

ßash write<addr> <data>

Write a 32-bit data word to the ßash at addressaddr.

A typical command sequence to erase and re-program a ßash memory could be:

flash enable
flash unlock all
flash erase all
flash load file.exe
flash lock all



GRMON UserÕs Manual

GAISLER RESEARCH AB

- 29 -



GRMON UserÕs Manual

GAISLER RESEARCH AB

- 30 -

7 Extending GRMON

7.1 Loadable command module

It is possiblefor theuserto addcustomcommandsto GRMON by creatinga loadablecommandmodule.The
module should export a pointer of typeUserCmd_T, calledUserCommands, e.g.:

UserCmd_T *UserCommands = &CommandExtension;

UserCmd_T is de®ned as:

typedef struct
{
/* Functions exported by grmon */
   int  (*MemoryRead  )(unsigned int addr, unsigned char *data, unsigned int length);
   int  (*MemoryWrite )(unsigned int addr, unsigned char *data, unsigned int length);
   void (*GetRegisters)(unsigned int registers[]);
   void (*SetRegisters)(unsigned int registers[]);
   void (*dprint)(char *string);

/* Functions provided by user */
   int  (*Init)();
   int  (*Exit)();
   int  (*CommandParser)(int argc, char *argv[]);
   char **Commands;
   int    NumCommands;
} UserCmd_T;

The ®rst ®ve entries is function pointers that are provided by GRMON when loading the module

· MemoryReadimplementsanAHB readonthetargetsystem.TheAHB addressispassedin addr, while
thereaddatais returnedin the*data pointer. Thelengthparameterde®nesthenumberof bytesto read.

¥ MemoryWriteimplementsan AHB write on the target system.The AHB addressis passedin addr,
while *data shouldpoint to thedatato bewritten.Thelengthparameterde®nesthenumberof bytes
to be written. The write length should be a multiple of 4.

¥ GetRegisters gets the processor registers. See thet grmon.h include ®le for register de®nitions.
¥ SetRegisters sets the processor registers. See thet grmon.h include ®le for register de®nitions.
¥ dprint prints a string to the GRMON console

.

The ®ve last entries are to be implemented by the user:

· Init andExit are called when entering and leaving a grmon target.
· CommandParserarecalledfrom GRMON beforeany internalparsingis done.This meansthat you

canoverrideinternalGRMON commands.On successCommandParsershouldreturn0 andon error
thereturnvalueshouldbe> 200.On error, GRMON will print out theerrornumberfor diagnostics.
argv[0] is the commanditself and argc is the numberof tokens,including the command,that is
supplied.

· Commands should be a list of available commands. (used for command completion)
· NumCommandsshouldbethenumberof entriesin Commands.It is crucialthatthisnumbermatches

thenumberof entriesin Commands.If NumCommandsis setto 0(zero),nocommandcompletionwill
be done.

A simple example of a command module is supplied with the professional version of grmon.
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APPENDIX A: GRMON Command description

A.1 GRMON built-in commands

Command Description

batch [-echo] <batch®le> Executeabatch®leof grmoncommandsfrom<batch®le>.Echocommandsif -echo
is speci®ed.

baud <rate> Change DSU baud rate.

disassemble [addr [cnt]] Disassemble [cnt] instructions at [addr].

echo Echo string in monitor window.

exit Alias for `quit', exits monitor.

help [cmd] Show available commands or usage for speci®c command.

info [drv | libs | reg | sys] Show debug drivers, libraries, system regsiter or system con®guration

load <®le> Load a ®le into memory. The ®le should be in ELF32, srecords or a.out  format.

mem [addr] [count] Examine memory at at [addr] for [count] bytes.

shell <command> Execute a shell command.

symbols [symbol_®le] Show symbols or load symbols from ®le.

quit Exit grmon and return to invoker(the shell).

verify <®le> Verify memory contents against ®le.

version Show version.

wmem <addr> <data> Write <data> to memory at address <addr>.

Table 1: GRMON built-in commands
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A.2 LEON2/3 DSU commands

Command Description

ahb [trace_length] Show AHB trace.

break [addr] Print breakpoints or add breakpoint if addr is supplied. Text symbols can be used
instead of an address.

bt Print backtrace.

cont Continue execution.

cp Show registers in co-processor (if present).

dcache Show data cache.

delete <bp> Delete breakpoint `bp'.

¯oat Display FPU registers.

gdb [port] Connect to the GNU debugger (gdb).

go Start execution at <addr> without initialisation.

hbreak [addr] Print breakpoints or add hardware breakpoint.

hist [trace_length] Show trace history.

icache Show instruction cache

inst [trace_length] Show traced instructions.

leon Show LEON registers.

mmu Print mmu registers.

pro®le [0|1] enable/disable simple pro®ling. No arguments shows current pro®ling statistics.

register [reg|win] [val] Show/set integer registers (or windows, eg 're w2')

run Run loaded application.

stack <addr> Set stack pointer for next run.

step [n] Single step one or [n] times.

tm [ahb | proc | both | none] Select trace mode.

tra [inst_count] Trace [inst_count] instructions.

va <addr> Performs a virtual-to-physical translation of address.

version Show version.

watch [addr] Print or add watchpoint.

Table 2: LEON2/3 DSU commands
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A.3 FLASH pr ogramming commands

Command Description

¯ash Print the detected ¯ash memory con®guration.

¯ash disable Disable writes to ¯ash memory.

¯ash enable Enable writes to ¯ash memory.

¯ash erase [addr]|all Erase ¯ash memory blocks.

¯ash load <®le> Program ®le into ¯ash memory

¯ash lock [addr]|all Lock ¯ash memory blocks.

¯ash lockdown [addr]|all Lockdown ¯ash memory blocks.

¯ash query Print the ¯ash memory query register contents.

¯ash status Print the ¯ash memory block lock status.

¯ash unlock [addr]|all Unlock ¯ash memory blocks.

¯ash write [addr] [data] Write single data value to ¯ash address.

Table 3: FLASH programming commands
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APPENDIX B: HASP License key installation

B.1 Installing HASP Device Driver

Two versionsof theHASPUSB hardwarekey areavailable,HASP4M1 for node-locked licenses(bluekey),
andHASP4Net for ¯oating licenses(redkey). Beforeuse,a device driver for thekey mustbe installed.The
latestdrivers can be found at www.ealaddin.comor www.gaisler.com. If a ¯oating-licensekey is used,the
HASP4network licenseserver alsohasto beinstalledandstarted.Thenecessaryserver installationdocumen-
tation can be obtained from the distribution CD or from www.ealaddin.com.

B.1.1 On a Windows NT/2000/XP host

The HASP device driver is installedautomaticallywhenusingthe HASPUserSetup.exe locatedin hasp/win-
dows/driver directorytheGRMON CD. It automaticallyrecognizetheoperatingsystemin useandinstall the
correct driver ®les at the required location.

Note: To install the HASP device driver under Windows NT/2000/XP, you need administrator privileges.

B.1.2 On a Linux host

The linux HASP driver consistsof aksusbddaemon.It is containedin the hasp/linux/driver on the GRMON
CD. Thedriver comesin form of RPM packagesfor RedhatandSuselinux distributions.Thepackagesshould
be installed as follows:

Suse systems:

rpm -i aksusbd-suse-1.8.1-2.i386.rpm

Redhat systems:

rpm -i aksusbd-redhat-1.8.1-2.i386.rpm

The driver daemon can then be started by re-booting the most, or executing:

/etc/rc.d/init.d/aksusbd start

Note: All described action should be executed as root.

On otherlinux distributions,the driver daemonwill have to be startedmanually. This canbe doneusingthe
HDD_Linux_dinst.tar.gz, which also contains instruction on how to install and start the daemon.
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B.2 Installing HASP4Net License Manager

The following steps are necessary to install HASP4 Net in a network:

· Install the appropriate HASP daemon and connect the HASP4 Net key.
· Install and start the HASP License Manager on the same machine.
· Customize the HASP License Manager and the HASP4 Net client, if necessary.

B.2.1 On a Windows NT/2000/XP host

The HASP LicenseManagerfor Windows NT/2000/XPis nhsrvice32.exe. Usethe setup®le lmsetup.exe to
install it. It is recommendedthatyou install theHASPLicenseManagerasanNT service,sothereis no need
to log in to the station to provide the functionality.

1. Install the HASP device driver and connect the HASP4 Net key to a station.

2. Install theLicenseManagerby runninglmsetup.exe from theGRMONCD andfollowing theinstructionsof
the installation wizard. As installation type, select Service.

To activate the HASP LicenseManagerapplication,start it from the Startmenuor Windows Explorer. The
HASPLicenseManagerapplicationis alwaysactivewhenany protocolis loadedandaHASP4Netkey is con-
nected. To deactivate it, select Exit from the main menu.

B.2.2 On Linux host

Before installing the LM you must install the HASP driver and aksusbddaemonas describedabove. The
licensemanagercanthenbe installedthroughrpm on RedhatandSusesystems,or startedmanuallyon other
systems. The license manager is located in hasp/linux/server on the GRMON CD.

If you©re using SuSE  8.x or 9.x:

rpm -i hasplm-suse-8.30-1.i386.rpm

RedHat 8.x or 9.x:

rpm -i hasplm-redhat-8.30-1.i386.rpm

It you©re running a different Linux distribution, you must start the HASP LM manually:

  ./hasplm


