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1 Intr oduction

1.1 Overview

GRMON is a generaldehug monitor for the LEON processqgrandfor SOC designsbhasedon the GRLIB IP
library. GRMON includes the follwing functions:

¥ Read/write access to all systergisters and memory
Built-in disassembler and tracaffer management
Downloading andxecution of LEON applications
Breakpoint and watchpoint management

Remote connection to GNU daidger (gdb)

Support for JRG, RS232, PCI and ethernet dghlinks

K K K K K

Earlier versionsof GRMON includedseparatédack-enddor LEON2 andLEON3 target systemsandalsoa
LEONZ2 simulatorback-end(TSIM). As of GRMON-1.1the simulatorback-endhasbeenremoved and the
LEONZ2/3 back-ends lva been meyed. The LEON2 (and LEONS3) simulators aveikable separately

1.2 Supported platforms and system equirements

GRMON is currently preided for three platforms: Linux-x86, Mows (2K/XP) and Wihdows with g/gwin.

1.3 Obtaining GRMON

The primary sitefor GRMON is http://wwwgaislercom/ wherethe latestversionof GRMON canbe ordered
and &aluation \ersions denloaded.

1.4 Installation

GRMON canbeinstalledanywhereon the hostcomputer- for corvenienceheinstallationdirectoryshouldbe
addedo thesearchpath.Thecommercialversionsusea HASP4licensekey. SeeappendixB for installationof
device drivers under Widows and Linux platforms.

1.5 GRMON Evaluation version

Theevaluationversionof GRMON canbe downloadedirom www.gaislercom. The evaluationversionmaybe
usedduring a period of 21 days without purchasinga license.After this period, ary commercialuse of
GRMON is not permittedwithout a valid license.The following featuresare not availablein the evaluation
version:

¥ Support for LEON-FT
¥ Loadable modules
¥ Custom LEON2 con®guration ®les

1.6 Problem reports

Please send problem reports or commenssipport@gaislecom
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2 Debugging concept

2.1 Overview

The GRMON dehug monitoris intendedto dehug system-on+aip (SOC)designsbasedon the LEON proces-
sor. Themonitorconnectgo a dedicateddehug interfaceon thetargethardware, throughwhich it canperform

readandwrite cyclesontheon-chipbus(AHB). Thedelug interfacecanbe of varioustypes:the LEON2 pro-

cessosupportgeluggingover a serial UART and32-bit PCI, while LEON3 alsosupportsJTAG andethernet
deluginterfacesOnthetargetsystemall delug interfacesarerealizedasAHB masterswvith the delug proto-

col implementedn hardware.Thereis thusno softwaresupportnecessaryo deluga LEON systemandatar-

get system does iact not #en need to hae a processor present.

Terminal GDB (port 2222)

Command layer

Basic command GDB protocol |

Serial I/F PCI JTAG Ethernet
A A A A

Delug interfice dvers

I
I
. | .
IP Delug drivers | GRLIB Delug Drivers
I
I

Delug interbices

- - —- - g - - — 4+ — — 4

LEON SOC

TARGET SYSTEI\/I Serial PCI JTAG Ethernet
dehug link | | dehug link| |dehug link| |delug link

w1 1 1 1
N

LEON3 Memory APB Custom
Processol | Controller Bridge IP core

GRMON canoperatein two modes.command-linenodeand GDB mode.In command-linenode, GRMON
commandsreenterednanuallythroughaterminalwindow. In GDB mode,GRMON actsasa GDB gatavay
and translates the GDBtended-remote protocol to dgippcommands on the tat system.

GRMONIis implementedisingthreefunctionallayers:commandayer, dehug driverlayer, anddeluginterface
layer Thecommandayerconsistof ageneracommandarsemwhichimplementscommandshatareindepen-
dentof the useddelug interfaceor target system.Thesecommandsnclude programdownloadingand Rash
programming.
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Thedehug driver layerimplementscustomcommandsvhich arerelatedto the con®guratiorf thetarget sys-

tem. GRMON scanghetametsystemat startup,anddetectswhich IP coresarepresentandhow they arecon-

®guredFor eachsupportedP core,a delug driver is enabledwhich implementsadditionaldelug commands
for thespeci®core.Suchcommandganconsistof memorydetectiorroutinesfor memorycontrollers,or pro-

gram delng commands for the LEON processors.

Thedehuginterfacelayerimplementghedeluglink protocolfor eachsupportedietuginterface.Theprotocol
dependon which interfaceis used,but provides a uniform read/writeinterfaceto the upperlayers.Which
interface to use for a dab session is speci®ed through command-line options during the start of GRMON.

2.2 Target initialization

When GRMON ®rstconnectdo the tamget system,it scansthe systemto detectwhich IP coresare present.

Thisis doneby readingthe plug&play informationwhichis normallylocatedat addres®xfffff000 onthe AHB

bus. A dehug driver for eachrecognizedP coreis theninitialized, and performsa core-speci®mitialization
sequencd required.For amemaorycontrollet theinitialization sequencevould typically consistof amemory
probeoperationto detectthe amountof attachedRAM. For a UART, it could consistof initializing the baud

rate generator and Bushing the FIFOs. After the initialization is complete, the system con®guration is printed:

GRMON LEON debug monitor v1.1

Copyright (C) 2004,2005 Gaisler Research - all rights reserved.
For latest updates, go to http://www.gaisler.com/
Comments or bug-reports to support@gaisler.com

using port /dev/ttySO @ 115200 baud
initialising ..............
detected frequency: 40 MHz

Component Vendor

Leon3 SPARC V8 Processor Gaisler Research
AHB Debug UART Gaisler Research
AHB Debug JTAG TAP Gaisler Research
Simple 32-bit PCI Target Gaisler Research
AHB interface for 10/100 Mbit MA  Gaisler Research
LEON2 Memory Controller European Space Agency
AHB/APB Bridge Gaisler Research
Leon3 Debug Support Unit Gaisler Research
AHB interface for 10/100 Mbit MA  Gaisler Research
Generic APB UART Gaisler Research
Multi-processor Interrupt Ctrl Gaisler Research
Modular Timer Unit Gaisler Research
Generic APB UART Gaisler Research

Use command Oinfo sysO to print a detailed report of attached cores

grmon>
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More detailed system information can be printed usingittie /€ command:

grmon> inf sys
00.01:003 Gaisler Research Leon3 SPARC V8 Processor (ver 0)
ahb master 0
02.01:007 Gaisler Research AHB Debug UART (ver 0)
ahb master 2
apb: 80000700 - 80000800
baud rate 115200, ahb frequency 40.00
03.01:01c Gaisler Research AHB Debug JTAG TAP (ver 0)
ahb master 3
04.01:012 Gaisler Research Simple 32-bit PCI Target (ver 0)
ahb master 4
05.01:005 Gaisler Research AHB interface for 10/100 Mbit MA (ver 0)
ahb master 5
00.04:00f European Space Agency LEON2 Memory Controller (ver 0)
ahb: 00000000 - 20000000
ahb: 20000000 - 40000000
ahb: 40000000 - 80000000
apb: 80000000 - 80000100
32-bit prom @ 0x00000000
64-bit sdram: 2 * 128 Mbyte @ 0x40000000, col 9, cas 2, ref 15.6 us
01.01:006 Gaisler Research AHB/APB Bridge (ver 0)
ahb: 80000000 - 80100000
02.01:004 Gaisler Research Leon3 Debug Support Unit (ver 0)
ahb: 90000000 - 20000000
AHB trace 128 lines, stack pointer Ox4ffffffO
CPU#0 win 8, hwbp 2, itrace 128, V8 mul/div, srmmu, Iddel 1
icache 2 * 16 kbyte, 32 byte/line Irr
dcache 2 * 16 kbyte, 32 byte/line Irr
05.01:005 Gaisler Research AHB interface for 10/100 Mbit MA (ver 0)
irq 12
ahb: fffb0000 - fffb1000
01.01:00c Gaisler Research Generic APB UART (ver 1)
irg 2
apb: 80000100 - 80000200
baud rate 38400
02.01:00d Gaisler Research Multi-processor Interrupt Ctrl (ver 3)
apb: 80000200 - 80000300
03.01:011 Gaisler Research Modular Timer Unit (ver 0)
irg 8
apb: 80000300 - 80000400
8-bit scaler, 2 * 32-bit timers, divisor 40
09.01:00c Gaisler Research Generic APB UART (ver 1)
irg 3
apb: 80000900 - 80000a00
baud rate 38400

The detailedsystemview also providesinformationaboutaddressnapping,interruptallocationandIP core

con®guration.
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2.3 LEONZ2 target systems

Theplug&play informationwasintroducedn the LEONS3 processofGRLIB), andis notavailablein LEONZ.
If GRMON s notableto detectthe plug&play area,it will switchto a LEONZ2 legacy mode.A LEON2 system
hasa ®»ed set of IP coresand addressmapping,and GRMON will use an internal plug&play table that
describes this con®guration:

GRMON LEON debug monitor v1.1

using port /dev/ttyUSB1 @ 115200 baud

GRLIB plugé&play not found, switching to LEON2 legacy mode
initialising .........

detected frequency: 40 MHz

Component Vendor

LEON2 Memory Controller European Space Agency
LEON2 SPARC V8 processor European Space Agency
LEON2 Configuration register European Space Agency
LEON2 Timer Unit European Space Agency
LEON2 UART European Space Agency
LEON2 UART European Space Agency
LEON2 Interrupt Ctrl European Space Agency

AHB Debug UART Gaisler Research

LEON2 Debug Support Unit Gaisler Research

Use command 'info sys' to print a detailed report of attached cores

grmon[grlib]> inf sys
00.04:00f European Space Agency LEON2 Memory Controller (ver 0)
ahb: 00000000 - 20000000
ahb: 20000000 - 40000000
ahb: 40000000 - 80000000
apb: 80000000 - 80000010
8-bit prom @ 0x00000000
32-bit sdram: 1 * 64 Mbyte @ 0x40000000, col 9, cas 2, ref 15.6 us
01.04:002 European Space Agency LEON2 SPARC V8 processor (ver 0)
apb: 80000014 - 80000018
02.04:008 European Space Agency LEON2 Configuration register (ver 0)
apb: 80000024 - 80000028
val: 6877bf00
03.04:006 European Space Agency LEON2 Timer Unit (ver 0)
apb: 80000040 - 80000070
04.04:007 European Space Agency LEON2 UART (ver 0)
apb: 80000070 - 80000080
baud rate 38400
05.04:007 European Space Agency LEON2 UART (ver 0)
apb: 80000080 - 80000090
baud rate 38400
06.04:005 European Space Agency LEON?2 Interrupt Ctrl (ver 0)
apb: 80000090 - 800000a0
07.01:007 Gaisler Research AHB Debug UART (ver 0)
apb: 800000c0 - 800000d0
baud rate 115200, ahb frequency 40.00
08.01:002 Gaisler Research LEON2 Debug Support Unit (ver 0)
ahb: 90000000 - 20000000
trace buffer 512 lines, stack pointer 0x43fffffO
CPU#0 win 8, hwbp 2, V8 mul/div, lddel 1
icache 1 * 8 kbyte, 32 byte/line
dcache 1 * 8 kbyte, 32 byte/line
grmon[grlib]>
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Theplugé&play tableusedfor LEON2 is ®xed,andno automaticdetectionof presentoresis attemptedOnly
thosecoresthatneedto beinitialized by GRMON areincludedin thetable,sothelisting might notcorrespond
to the actualtarget. It is however possibleto load a customcon®guratio®lethat describeghe target system
con®guration using thefg startup option:

./grmon -cfg leon2.cfg
GRMON LEON debug monitor v1.1

using port /dev/ttySO @ 115200 baud
reading configuration from leon2.cfg
initialising ......

detected frequency: 40 MHz

Component Vendor

AHB Debug UART Gaisler Research

Generic APB UART Gaisler Research

LEON2 Interrupt Ctrl European Space Agency
LEON2 Timer Unit European Space Agency
LEON2 Memory Controller European Space Agency
LEON2 Debug Support Unit Gaisler Research

Use command 'info sys' to print a detailed report of attached cores

grmon[grlib]> inf sys
00.01:007 Gaisler Research AHB Debug UART (ver 0)
apb: 800000c0 - 800000d0
baud rate 115200, ahb frequency 40.00
01.01:00c Gaisler Research Generic APB UART (ver 0)
apb: 80000070 - 80000080
baud rate 38400
02.04:005 European Space Agency LEON?2 Interrupt Ctrl (ver 0)
apb: 80000090 - 800000a0
03.04:006 European Space Agency LEON2 Timer Unit (ver 0)
apb: 80000040 - 80000070
04.04:00f European Space Agency LEON2 Memory Controller (ver 0)
ahb: 00000000 - 20000000
ahb: 20000000 - 40000000
ahb: 40000000 - 80000000
apb: 80000000 - 80000010
8-bit prom @ 0x00000000
32-bit sdram: 1 * 64 Mbyte @ 0x40000000, col 9, cas 2, ref 15.6 us
05.01:002 Gaisler Research LEON2 Debug Support Unit (ver 0)
ahb: 90000000 - 20000000
trace buffer 512 lines, stack pointer 0x43fffffO
CPU#0 win 1, lddel 1
icache 4 * 1 kbyte, 4 byte/line Iru
dcache 4 * 1 kbyte, 4 byte/line Iru
grmon[grlib]>

The format of the plug&play con®guratio®leis describedn sectionx. It canbe usedfor both LEON3 and
LEONZ2 systems.
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3 Operation

3.1 General

A GRMON delug session typically consists of the faliog steps:

Attaching to the taget system andkamining the con®guration
Uploading application program angeguting using GRMON commands
Attaching to GDB and delgging through the GDB protocol

The follonving sections will describe kothe \arious steps are performed.

3.2 Starting GRMON

GRMONis startedby giving thegrmoncommandn aterminalwindow. Without options, GRMON will try to
connectto the target using the serial dehug link. UART1 of the host (ttyS0O or COM1) will be used,with a
default baudrate of 115200baud.On windows hosts, GRMON canbe startedin a commandwindow (com-
mand.com) or in aygwin shell. Belav is the syntax and the accepted command line options:

grmon [optiong
Options:
-abaud baudrate
Set applicatiobaudiate for UART 1 & 2. By de#ult, 38400 baud is used.

-baud brate Usebratefor the DSU seriallink. By default, 115200baudis used.Possiblebaudratesare
9600, 19200,38400,57600,115200,230400,460800.Ratesabove 115200needspecial
uart hardvare on both host and gat.

-cinput_Ple Executable®leto be loadedinto memory The input ®leis loadedinto the target memory
according to the entry point for eaclyseent. Recognized formats are elf32 and S-record.

-eth Connect using ethernet. Requires the EDCL core to be present ingeitesiamtem.
-freqsysclk Overrides the detected system frequefihie frequengis speci®ed in MHz.
-gdb Listen for gdb connection directly at start-up.

-jtag Connect to the AG Dehlug Link using Xilinx Rarallel Cable Il or IV

-leon2 Force LEON2 lgacy mode.

-pci Connect to the DSU using PCiwuilee /dev/phobO.

-port gdbport Set the port number for gdb communications.aDéfis 2222.
-stack val Setval as stack pointer for applicationseriding the auto-detectecive.
-u Put LART 1 in loop-back mode, and print its output on monitor console.

-uart device By default, GRMON communicatewvith thetamgetusingthe ®rstuartport of the host. This
canbe overriddenby specifyingan alternatve device. Device namesdependon the host
operatingsystem.On unix systemgandcygwin), serialdevicesarenamedas/dev/ttyXX.
On windaws, use com1 - 4.

-ucmdble  Load a user command module.
In addition, the dalny drivers can also accept command line options.
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3.3 GRMON command-line interface

GRMON dynamicallyloadslibreadline.saf availableon your hostsystemanduseseadline() to enterand
editmonitorcommandsShortformsof thecommandsreallowed,e.gc, co, or con, areall interpretecascont.
Tabcompletionis availablefor commandstext-symbolsand®lenamedf libreadline.sas notfound,fgets()

is usedinstead(no history, poorediting capabilitiesandno tab-completion)Below is a descriptionof someof
the more commoncommandghat are available regardlessof loadeddelug drivers. For the full list of com-
mands, see appendix A.1l.

batch ®le_name execute a batch ®le of grmon commands

disas<addr> [length disassemble memory

echo echo string in monitor winde

help shav available commands or usage for speci®c command

info [drivers | libs | eg | sys]shav available delg drivers, system gasters or system con®guration
load®le_name load a ®le into tget memory (elf32 or srecord)

mem[addr] [length display memory

symbols shaov symbols or load symbols from ®le

quit exit grmon

wmem <addr> <data> write word to memory

Below is alist of someof commandgrovided by the LEON delug supportunit (DSU) dekug driver. These
commandsireavailablewhena LEON processoandassociatedehug supportunit is presenin thetargetsys-
tem. See appendix A.2 for a full list of DSU commands.

break <addr> print or add breakpoint

cont continue gecution

dcache shav data cache

delete<bpnun» delete breakpoint(s)

Boat display FPU rgisters

gdb [port] connect to gdb deigger

go [addr] start execution without initialization

hbreak print breakpoints or add hardwe breakpoint (if\ailable)
icache shaw instruction cache

proble[0 | 1] enable/disable/shosimple pro®ling

register shaow/set intger raisters

run [add reset and startxecution at last entry point, or addr
stack[val] shaw/set the stack pointer

step[n] single step one or [n] times

watch [addr] print or add data atchpoint
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3.4 Common delug operations
3.4.1Loading of bles to taget memory
A LEON software application can be uploaded to thgeasystem memory using ttead command:

grmon> load stanford_leon

section: .text at 0x40000000, size 54368 bytes
section: .data at 0x4000d460, size 2064 bytes
section: .jcr at 0x40024€e68, size 4 bytes

total size: 56436 bytes (90.9 kbit/s)

read 196 symbols

entry point: 0x40000000

The supported®leformatis elf32-sparcandsrecord.Eachsectionis loadedto its link addressThe program
entry point of the ®leis useto setthe %pcwhenthe applicationis later startedwith run. It is alsopossibleto
verify that the ®le has been loaded correctly usingeh® command:

grmon> veri stanford_leon

section: .text at 0x40000000, size 54368 bytes
section: .data at 0x4000d460, size 2064 bytes
section: .jcr at 0x40024e68, size 4 bytes

total size: 56436 bytes (64.9 kbit/s)

entry point: 0x40000000

Any discrepancies will be reported in the GRMON console.
3.4.2Running applications

To runaprogram®rstusetheload commando downloadthe applicationandtherun to startit. The program
should hae been compiled with either the BCC, RCC or sparc-linux tool-chain.

grmon> lo stanford_leon
section: .text at 0x40000000, size 54368 bytes
section: .data at 0x4000d460, size 2064 bytes
section: .jcr at 0x40024€e68, size 4 bytes
total size: 56436 bytes (90.8 kbit/s)
read 196 symbols
entry point: 0x40000000
grmon> run
Starting
Perm Towers Queens Intmm  Mm Puzzle Quick Bubble Tree FFT
34 67 33 117 1117 367 50 50 250 1133

Nonfloating point composite is 144
Floating point composite is 973

Program exited normally.
grmon>

Theoutputfrom theapplicationnormally appear®nthe LEON UARTs andthusnotin the GRMON console.
However, if GRMON is startedwith the -u switch, the UART outputloopedbackto its own receier and
printedon the consoleby GRMON. The applicationmustbereloadedeforeit canbe executedagain,in order
to restorethe .datasegment.If theapplicationusesthe LEON MMU (e.g.linux-2.6) or installsdataexception
handlerqe.g.eCos)the GRMON shouldbe startedwith -nb to avoid goinginto breakmodeon a page-aultor
dataexception.Notethatthe-u optiondoesnotwork whenfor snapgealinux applicationsinstead aterminal
emulator should be connected tARIT 1 of the taget system.
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3.4.3Inserting breakpoints and watchpoints

Instructionbreakpointsareinsertedusingthe break or hbreak commandsThebreak commandnsertsa soft-
warebreakpoint(ta 1), while hbreak will inserta hardwarebreakpointusingone of the IlU watchpointregis-
ters.To delug codein read-onlymemoriesonly hardware breakpointanbe used.Notethatit is possibleto
delugarny RAM-basedcodeusingsoftwarebreakpointsgvenwheretrapsaredisabledsuchasin traphandlers.

Datawrite watchpointsareinsertedusingthewatch commandA watchpointcanonly cover oneword address,
block watchpoints are not supported by GRMON.

3.4.4Displaying processor egisters

The current rgister windev of a LEON processor can be displayed using gggommand:
grmon> reg

INS LOCALS OUTS GLOBALS
: 00000008 0000000C 00000008 00000000
: 80000070 00000020 80000070 00000008
. 0000000D 43FFFDFO 0000000D 43FFF6F8
. FFFFFFFF 00000003 FFFFFFFF 4000D010
. 43FFF7B8 00000001 43FFF7B8 00000001
. 4000D008 00000004 4000D008 00000000
. 43FFF618 00000000 43FFF618 00000000
: 00000001 00000010 00000001 4000633C

~NOoO o~ WNEO

psr: F20000E2 wim: 00000080 tbr: 40000060 y: 00000000

pc: 40003e44 be 0x40003fb8
npc: 40003e48 mov %il, %i3

Otherregisterwindows canbe displayedusing reg wn, whenn denoteshe window number Use the Roat
command to she the FPU rgisters (if present).

3.4.5Displaying memory contents

Any memorylocationcanbedisplayedusingthemem (or x) commandThecommandequiresanaddressand
anoptionallength.If alengthargumentis provided,thatis interpretedasthe numberof bytesto display If a
programhasbeenloaded text symbolscanbe usedinsteadof a numericaddressThe memorycontentis dis-
played h&a-decimal format, grouped in 32-bibvds. The ASCII equalent is printed at the end of the line.

grmon> mem 0x40000000

40000000 a0100000 29100004 81c52000 01000000 ...)....e.....
40000010 91d02000 01000000 01000000 01000000 . .............
40000020 91d02000 01000000 01000000 01000000 . .............
40000030 91d02000 01000000 01000000 01000000 . .............
grmon> mem 0x40000000 16

40000000 a0100000 29100004 81c52000 01000000 ...)....e .....
grmon> mem main 48

40003278 9de3bfo8 2f100085 31100037 90100000 .<A...1..7...

40003288 d02620c0 d025e178 11100033 40000bdb & E%ix...3@..K
40003298 901223b0 11100033 40000af4 901223c0 ..#0...3@..™..#HE
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If the memorycontentsis SFARC machinecode,the contentscan be displayedin assemblycodeusingthe
disascommand:

grmon> dis 0x40000000 10
40000000 a0100000 clr %Il0
40000004 29100004 sethi %hi(0x40001000), %l4
40000008 81c52000 jmp %l4
4000000c 01000000 nop
40000010 91d02000 ta 0xO
40000014 01000000 nop
40000018 01000000 nop
4000001c 01000000 nop
40000020 91d02000 ta 0xO
40000024 01000000 nop

grmon> dis main

40003278 9de3bf98 save %sp, -104, %sp
4000327c 2f100085 sethi %hi(0x40021400), %I7
40003280 31100037 sethi %hi(0x4000dc00), %i0
40003284 90100000 clIr %00

40003288 d02620c0 st %00, [%i0 + 0xcO]
4000328c d025e178 st %00, [%I7 + 0x178]
40003290 11100033 sethi %hi(0x4000cc00), %00
40003294 40000b4b call 0x40005fcO

40003298 901223b0 or %00, 0x3b0, %00
4000329c 11100033 sethi %hi(0x4000cc00), %00
400032a0 40000af4 call 0x40005e70

400032a4 901223c0 or %00, 0x3c0, %00

3.4.6Using the trace luffer

The LEON processoandassociatedlelug supportunit (DSU) canbeencon®guredvith tracebuffersto store
both the latestexecutedinstructionsand the latest AHB bus transfers.The trace buffers are automatically
enabledoy GRMON during startup but canalsobe individually enabledanddisabledusingtmode command.
Thecommandsahb, inst andhist commandareusedto displaythe contentf the buffers.Below is anexam-
ple delug session that stws the usage of breakpointsatehpoints and the tracefter:

grmon> load samples/stanford
section: .text at 0x40000000, size 41168 bytes
section: .data at 0x4000a0d0, size 1904 bytes
total size: 43072 bytes (94.2 kbit/s)
read 158 symbols
grmon> tm both
combined processor/AHB tracing
grmon> break Fft
grmon> watch 0x4000a500
grmon> bre
num address type

1:0x40003608 (soft)

2 : 0x4000a500 (watch)
grmon> run
watchpoint 2 free + 0x1c8 (0x400042d0)
grmon> ahh

time address type data trans size burst mstlock resp tt pilirl
239371467 400042d8 read 38800002 3 2 1 0 0O O 06 0 O

239371469 400042dc read d222a100 3 2 1 0 O 0 06 0 O
239371472 4000a4fc read 00000000 2 2 0O O O O 06 0 O
239371480 4000a4fc write 000005d0 2 2 0 O O O 06 0 O
239371481 90000000 read 0000559 2 2 0 3 O O 06 0 O
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grmon> inst

time  address instruction result

239371473 400042bc Id [%02 + Oxfc], %00 [00000000]
239371475 400042c0 cmp %01, %00 [000005d0]
239371476 400042c4 bgu,a 0x400042cc [00000000]

239371478 400042c8 st %01, [%02 + 0xfc] [4000a4fc 000005d0]
239371479 400042cc sethi %hi(0x4000a400), %02 [4000a400]
grmon> del 2

grmon> break

num address type

1:0x40003608 (soft)

grmon> cont

breakpoint 1 Fft (0x40003608)

grmon> hist

254992755 40003870 sethi %hi(0x4001f800), %I0 [4001f800]

254992759 ahb read, mst=0, size=2 [40003880 94146198]
254992760 40003874 mov 19, %i0 [00000013]
254992761 ahb read, mst=0, size=2 [40003884 961423cc]
254992762 40003878 mov 256, %00 [00000100]
254992763 ahb read, mst=0, size=2 [40003888 190fec00]
254992764 4000387c or %l2, 0x28c, %01 [40014e8c]
254992765 ahb read, mst=0, size=2 [4000388c Tfffff5f]
254992766 40003880 or %l1, 0x198, %02 [40014598]
254992767 ahb read, mst=0, size=2 [40003890 9a102000]
254992769 ahb read, mst=0, size=2 [40003894 b0863fff]

254992771 40003884 or %l0, Ox3cc, %03 [4001fbcc]
254992772 40003888 sethi %hi(0x3fb00000), %04 [3fb00000]
254992773 4000388c call 0x40003608 [4000388c]
254992774 40003890 mov 0, %05 [00000000]

Whenprinting executedinstructions the valuewithin bracletsdenoteghe instructionresult,or in the caseof
storeinstructionghestoreaddres@ndstoredata.Thevaluein the ®rstcolumndisplaystherelative time, equal
totheDSUtimer. Thetimeis takenwhentheinstructioncompletesn thelastpipelinestage(write-back)of the
processarin a mixed instruction/AHB display AHB addressandreador write value appeamwithin braclets.
The time indicateswhen the transfercompleted,i.e. when HREADY was assertedNote: when switching
betweenracingmodesthe contentsof the tracebuffer will not be valid until executionhasbeenresumedand
the luffer re®lled.

3.4.7Probling

GRMON supportspro®lingof LEON applicationsvhenrun on real hardware. The pro®lingfunction collects
(statistical)information on the amountof executiontime spendin eachfunction. Due to its non-intrusve
nature the pro®lingdatadoesnot take into consideratiorif the currentfunctionis calledfrom within another
procedure. Eeon so, it still prgides useful information and can be used for application tuning.

grmon> profile 1

Profiling enabled

grmon> run

resuming at 0x40000000

Starting
Perm Towers Queens Intmm  Mm Puzzle Quick Bubble Tree FFT
50 33 17 116 1100 217 33 34 266 934

Nonfloating point composite is 126
Floating point composite is 862

Program exited normally.
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grmon> prof

function samples ratio(%)
__unpack_f 23627 16.92
__mulsf3 22673 16.24
__pack_f 17051 1221
__divdi3 14162 10.14
.umul 8912 6.38

Fit 7594 5.44
__muldi3 6453 4.62
_window_overflow 3779 2.70
Insert 3392 2.42
__addsf3 3327 2.38
_window_underflow 2734 1.95
__subsf3 2409 1.72
Fft 2207 1.58

start 2165 1.55
Innerproduct 2014 1.44
Bubble 1767 1.26
rinnerproduct 1443 1.03
Place 1371 0.98
Remove 1335 0.95
Try 1275 0.91
Permute 1125 0.80

NOTE: pro®ling is not\ailable on early LEON2-FT processors, such as LEON2MT and AT697.
3.4.8Forwarding application console output

If GRMON is startedwith -u, the LEON UART1 will beplacedin loop-backmode,with 3ow-controlenabled.
During the executionof anapplication the UART recever will beregularly polled,andall applicationconsole
outputwill be printed on the GRMON console.lt is then not necessaryo connecta separatderminal to
UART1 to seethe applicationoutput.For this to work, the following restrictionsmustbe met by the applica-
tion:

The UART control rgister must not be modi®ed such that loop-back is disabled

The UART data rgister must not be read

3.4.9Multi-pr ocessor support

In systemswith more thanone LEON3 processorsthe cpu commandcan be usedto control the stateand
deluggingfocusof the processorsin MP systemsthe processorareenumeratedvith O - n-1, wheren is the
numberof processorsEachprocessorcanbein two statesgenabledor disabled Whenenabledthe processor
will bestartedwvhenary of therun, cont or go commandsregiven.Whendisabledthe processowill remain
halted regardlessof which commandthat are given. In addition, one of the enabledprocessomill also be
active All dehuggingcommandssuchasdisplayingregistersor addingbreakpointswill be directedto the
active processor onlyswitching of actie processor can be done using tpu@ctive nO command

At start-up,processol0 is enabledand active while remainingprocessorsre disabled.This allows non-MP
software to &ecute on MP systems. Additional processors can be enabled usinguhen@blenO command:
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grmon|grlib]> cpu

cpu 0: enabled active
cpu 1: disabled
grmon[grlib]> cpu en 1
cpu 0: enabled active
cpu 1: enabled
grmon(grlib]> cpu act 1
cpu 0: enabled

cpu 1: enabled active

If grmon is started with themp switch, all processors will be enabled byad#t.

Breakpointsare maintainedon processobasis.Whenexecuting,only the breakpointof the active processor
are enabled, the breakpoints of the other processors are not enabled or inserted into the main memory

It is possibleto delug MP systemsusinggdh Whengdbis attachedit is the currentlyactive processothatwill
receve the gdb commandsSwitching of processorcanonly be doneby detachinggdb, selectinga different
processoto becomeactive, andthere-attachinggdh Notethatgdbremembershe breakpointdbetweerdetach
and re-attachment.

3.5 Symbolic dehug information

GRMON will automaticallyextract (.text) symbolinformationfrom elf-®les.The symbolscanbe usedwhere
an address isxpected:

grmon> break main

grmon> run

breakpoint 1 main (0x40001ac8)

grmon> disas strlen 3

40001e4c 808a2003 andcc %00, 0x3, %g0
40001e50 12800016 bne 0x40001ea8
40001e54 96100008 mov %00, %03

Thesymbolscommand can be used to display all symbols, or to read in symbols from an alternate (elf) ®le:

grmon[dsu]> symbols samples/hello
read 71 symbols

grmon[dsu]> symbols

0x40000000 L _trap_table
0x40000000 L start

0x4000102c L _window_overflow
0x40001084 L _window_underflow
0x400010dc L _fpdis

0x400011a4 T _flush_windows
0x400011a4 T _start

0x40001218 L fstat

Readingsymbolsfrom alternate®lesis necessaryhendelugging self-extractingapplications suchasboot-
proms created with mkprom or linux/uClinux.
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3.6 GDB interface

3.6.1Attaching to gdb

GRMON canactasaremotetargetfor gdb,allowing symbolicdeluggingof targetapplicationsTo initiate gdb
communications, start the monitor with tigglb switch or use the GRMORNdb command:

$ grmon -gdb
using port /dev/ttySO @ 115200 baud

gdb interface: using port 2222

Then,startgdb in adifferentwindow andconnecto GRMON usingthe extended-remoterotocol.By default,
GRMON listens on port 2222 for tlygelb connection:

(gdb) target extended-remote pluto:2222
Remote debugging using pluto:2222
0x40000800 in start ()

(gdb)

3.6.2Running application in gdb

To load and start an application, use the lgdid andrun command.

$ gdb stanford
(gdb) target extended-remote pluto:2222
Remote debugging using pluto:2222
0x40000800 in start ()
(gdb) load
Loading section .text, size Oxcb90 Ima 0x40000000
Loading section .data, size 0x770 Ima 0x4000chb90
Start address 0x40000000, load size 54016
Transfer rate: 61732 bits/sec, 278 bytes/write.
(gdb) bre main
Breakpoint 1 at 0x400039c4: file stanford.c, line 1033.
(gdb) run
The program being debugged has been started already.
Start it from the beginning? (y or n) y
Starting program: /home/john/samples/stanford

Breakpoint 1, main () at stanford.c:1033
1033 fixed = 0.0;

(gdb)

To interruptexecution,Ctrl-C canbetypedin bothGDB andGRMON windows. The programcanberestarted
usingthe GDB run commandbut a load has®rstto be executedto reloadthe programimageon the tamget.
Software trap 1 (ta 1) is used by gdb to insert breakpoints and should not be used by the application.

GAISLER RESEARCH AB



- 20 -
GRMON User® Manual

3.6.3Executing GRMON commands in gdb

While gdbis attachedo GRMON, normal GRMON commandsanbe executedusingthe gdb monitor com-
mand. Output from the GRMON commands is then displayed in the gdb console:

(gdb) monitor hist
time  address instruction result
4484188 40001e90 add %g2, %02, %g3 [6elf766€]
4484194 40001e94 andn %g3, %g2, %g2 [001f0000]
4484195 40001e98 andcc %g2, %00, %g0 [00000000]

4484196 40001e9c be,a 0x40001e8c [40001e3c]
4484197 40001eal0 add %o01, 4, %01 [40003818]
4484198 40001e8c Id [%01], %92 [726c6421]
4484200 40001e90 add %92, %02, %g3 [716b6320]

4484201 40001e94 andn %g3, %g2, %g2 [01030300]
4484202 40001€98 andcc %g2, %00, %g0 [00000000]
4484203 40001e9c be,a 0x40001e8c [40001e3c]

3.6.4Detaching

If gdbis detachedusingthe detach commandthe monitor returnsto the commandprompt,andthe program
canbedeluggedusingthe standardGRMON commandsThe monitor canalsobe re-attachedo gdb by issu-
ing thegdb command to the monitor (and tteg get command to gdb).

GRMON translatesSFARC trapsinto (unix) signalswhich areproperlycommunicatedo gdh If the applica-
tion encountera fataltrap, executionwill be stoppedexactly beforethefailing instruction.Thetargetmemory
and rgjister \alues can then bexamined in gdb to determine the error cause.

3.6.5Specibc GDB optimisation

GRMON detectgydbaccesdo registerwindow framesin memorywhich arenotyet Rushedandonly residein
the processoregister®le.Whensuchamemorylocationis read, GRMON will readthe correctvaluefrom the
register®leinsteadof the memory This allows gdbto form a functiontrace-backvithoutary (intrusive) mod-
i®cationof memory Thisfeatureis disabledduringdeluggingof codewheretrapsaredisabledsincenot valid
stack frame xdst at that point.

GRMON detectsthe insertionof gdb breakpointsjn form of the “ta 1' instruction.When a breakpointis
insertedthecorrespondingnstructioncachetagis examined,andif the memorylocationwascachedhetagis
cleared to kep memory and cache synchronized.

3.6.6Limitations of gdb interface
For optimaloperationgdb-5.3con®guredor grmonshouldbe used(providedwith RCCandBCC compilers).

Do not usethe gdb where commandin partsof an applicationwheretrapsare disabled(e.g.traphandlers).
Sincethe stackpointeris not valid at this point, gdb might go into anin®niteloop trying to unwindfalsestack
frames.
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4  Debug interfaces

4.1 Overview

Thedefault communicationénterfacebetweerlGRMON andthetargetsystemis the host's serialport, connect
to the AHB uart of the target system.Connectingusing JTAG, PCI or ethernetcan be performedusing the
switches listed bele:

-eth Connect using ethernet. Requires the EDCL core to be present ingestesiestem.
-pci Connect to the DSU using PClwuilee /dev/phobO.
-jtag Connect to the AG Dehug Link using Xilinx Rarallel Cable Il or IV

4.2 Serial delug interface

To successfullyattachGRMON usingthe AHB uart, ®rstconnecthe serialcablebetweerthe uartconnectors
ontamgetboardandthe hostsystem.Thenpower-up andresetthetargetboardandstartGRMON. Usethe-uart

optionin casethetametis not connectedo the ®rstuart port of your host.Below is alist of start-upswitches
applicable for the AHB uart inteate:

-baud baudiate  Usebaudiate for the DSU seriallink. By default, 115200baudis used.Possiblebaud
ratesare 9600,19200,38400,57600,115200,230400,460800.Ratesabove 115200
need special uart hardwe on both host and ¢gat.

-ibaud baudate  Use baudiate to determinethe target processoffrequeng. Lower rate meanshigher
accuray. Thedetectedrequeny is printedon the consoleduring startup.By default,
115200 baud is used.

-uart device By default, GRMON communicatesvith thetargetusingthe ®rstuartport of the host.
This canbe overriddenby specifyingan alternatve device. Device namesdependon
the hostoperatingsystem.On unix systemgandcygwin), serialdevicesarenamedas
/devittyXX. On windaws, use coml - 4.

When GRMON connectdo the target with the serialinterface, the systemclock frequeng is calculatedby
comparingthe settingin the AHB uartbaudrategeneratoto the usedcommunicationdaudrate. This detec-
tion haslimited accurag, but can be improved by selectinga lower detectionbaud rate using the -ibaud
switch.On somehosts,it might be necessaryo lower the baudratein orderto achiese a stableconnectiorto
the taget. In this case, use tHeaud switch with the 57600 or 38400 options.

4.3 Ethernet delug interface

If the target systemusesthe EDCL ethernetcommunicationink core, GRMON can connectto the system
usingethernetin this case start GRMON with -eth. The default network parameterganbe setthroughaddi-
tional switches:

-emem<size> Usesizefor the taget systens EDCL packt tuffer. Default is 2 (kbytes)

-ip <ipnum> Useipnumfor the taget system IP numhdbefault is 192.168.0.51.
-udp <port> Useport for the taget systemUDP port. Dafilt is 8000.
It is importantnot to specify more memorywith the -emem switch thanwhatis implementedn the EDCL

core.
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4.4 PCI debug interface (Linux only)

If targetsystemhasa PCl interface, GRMON canconnectto the systemusingthe PCI bus. In this case start
GRMON with -pci or -pcider # (seeoptionsbelow). The PCl interfacesusesthe open-sourcé®HOB generic
device driver for linux, which must loaded before GRMON is started:

root@mars:~/phob-1.0# ./phob_load vendor_id=0x16e3 device_id=0x021

Whenthe PHOBdriveris loaded make surethatthe correspondinglevicesarewritable by theuser Thedriver
includesascript(phob_loadYhatcanbe editedfor thecorrectchmodoperationOncethedriveris loaded start
GRMON with the-pci switch.

-uart device The -uart is also used when more than one board is handled by the pkotedyi:
grmon -i -pci -uart /d&phobOdor 1st board
grmon -i -pci -uart /d@phobldor 2nd board

GRMON supportghe GaislerResearchiPCl coresinside GRLIB (pci_gr, pci_taget,pci_mtf, pcidma)andthe
Insilicon PCI core (pci_is) on theTA97 (LEON2-FT) deice.

4.5 JTAG dehlug interface

If tamgetsystemhasthe JTAG AHB dehug interface, GRMON canconnecto the systemthroughXilinx Paral-

lel Cablelll orIV. The cableshouldbe connectedo the hostcomputergarallelport,and GRMON shouldbe

startedwith the -jtag switch.On linux systemsthe GRMON binary hasto be ownedby the superusefroot)

andhave 's' (setuseror grouplD onexecution)permissiorbit set(chmod+sgrmon).GRMON will reportthe

devices in the JTAG chain. If an unknovn device is found, initialization of the JTAG chain will fail and

GRMON will reportthe JTAG ID of theunknavn device. In this case reportthedevice ID andcorresponding
JTAG instructionregister lengthto GaislerResearctandthe device will be supportedn a future releaseof

GRMON.

$ grmon -jtag -u

using JTAG cable on parallel port
JTAG chain: xc3s1500 xcf04s xcf04s
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5 Debug drivers

5.1 LEON2 and LEONS3 debug support unit (DSU) drivers

TheDSU dehug driversfor LEON2 andLEONS3 processorsiandlemostof the functionsregardingapplication
delugging,processoregisteraccesandtracebuffer handling.Sincethe DSU for LEON2 andLEON3 arenot
identical, twp separate drers are used.

5.1.1Inter nal commands

The driver for the LEON2/3 dalg support unit pnades the folleving internal commands:

ahb [length Print the AHB trace Wiffer. ThelengthAHB transfers will be printed, datlt is 10.
break <addr> print or add breakpoint
cont continue gecution

cpu [enable | disable | actiyepuid
Controlprocessorin LEON3 multi-processo(MP) systemsWithout parameterghe
cpu command prints the processor status.

dcachdO | 1] shav, enable or disable data cache

delete<bpnunm»  delete breakpoint(s)

Boat display FPU rgisters

gdb [port] connect to gdb deigger

go [addi] start ecution without initialization

hbreak print breakpoints or add hardwe breakpoint (if\ailable)

hist [length Print the tracebuffer. The lengthlast executedinstructionsor AHB transferswill be
printed, dedult is 10.

icache[O | 1] shaw, enable or disable instruction cache

proble[0 | 1] enable/disable/skosimple pro®ling

register shaow/set intger rayisters

run [addr] reset and startxecution at last entry point, or atidr

stack [val] shaw/set the stack pointer

step[n] single step one or [n] times

tmode [proc | ahb | both | norje

Select tracing mode between none, processtyy AHB only or both.
wash Clear all SRAM and SDRAM memory
watch [addr] print or add data atchpoint

5.1.2Command line switches

The folloving command line switches are accepted:

-mp Start-up in MP mode (all processors enabled)
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5.2 LEON2 memory controller driver

The LEON2 memory controller daf driver pravides functions for memory probing anaitstate control.

5.2.1Internal commands

mcfgl [valugd Setthe default value for memory con®guratiorregister 1. Whenthe ‘run' commandis
given,MCFG1,2&3 areinitialized with their default valuesto provide the application
with a clean startupervironment. If no value is give, the currentdefault value is
printed.

mcfg2 [valug As mcfgl abwee, hut setting the defult value of the MCFG2 gister
mcfg3[valug As mcfgl abwe, hut setting the deiult value of the MCFG3 igster

5.2.2Command line switches

The followving start-up switches are recognized:

-banksram_banks

Overrides the auto-probed number of populated ram banks.
-casdelay Programs SDRAM to either 2 or $ates CAS delayDefault is 2.
-nosram Disable sram and map sdram from address 0x40000000
-ram ram_size

Overrides the auto-probed amount of static ram. Sizeveégn Kbytes.
-romrws waitstates

Setwaitstatesnumber of vaitstates for rom reads.
-romwwswaitstates

Setwaitstatesnumber of vaitstates for rom writes.
-romwswaitstates

Setwaitstatesnumber of vaitstates for both rom reads and writes.
-ramrws waitstates

Setwaitstatesnumber of vaitstates for ram reads.
-ramwws waitstates

Setwaitstatesnumber of vaitstates for ram writes.
-ramws waitstates

Setwaitstatesnumber of vaitstates for both ram reads and writes.
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5.3 On-chip logic analyser driver (LOGAN)
The LOGAN dehug driver containscommandgo controlthe LOGAN on-chiplogic analyzercore.lt allowsto

setvarioustriggering conditions,andto generate/CD waveform ®lesfrom tracebuffer data.All logic ana-
lyzer commands are pre@kwithla.

5.3.1Internal commands

la status Reports status of l@gn (equialent with writing just 1a).
la arm Arms the logn. Bagins the operation of the analyzer and sampling starts.
la reset Stop the operation of the lag. Logic Analyzer returns to idle state.

la pm [trig level] [patterr] [mask

Sets/displayghe completepatternand maskof the speci®edrig level. If not fully
speci®edhe input is zero-paddedrom the left. Decimal notationonly possiblefor
widths less than or equal to 64 bits.

la pat [trig level [bit] [0 | 1]

Sets/displays the speci®ed bit in the pattern of the speci®edetitpl6/1.
la masktrig levell [bit] [0 | 1]

Sets/displays the speci®ed bit in the mask of the speci®edetitpl©/1.

la trigetrl [trig level [matd countef [trig condition

Sets/displaythe matchcounterandthetriggercondition(1 = trig onequal,0 = trig on
not equal) for the speci®ed trigédd

la count[valug  Set/displayghe trigger counter The value shouldbe betweenzero and depth-1and
speci®es v mary samples that should be &akafter the triggeringvent.

la div [valug Sets/displayshe samplefrequeny divider register If you specifye.g.Oladiv 50the
logic analyzer will only sample aailue &ery 5th clock gcle.

la qual [bit] [valud Sets/displaysvhich bit in the sampledpatternthat will be usedasquali®erandwhat
value it shall hee for a sample to be stored.

la dump [®lenamEThis dumps the traceuffer in VCD format to the ®le speci®ed @léf is log.vcd).

la view [start inde(] [stop inde] [®lenamp

Printsthe speci®edangeof the tracebuffer in list format. If no ®lenamas speci®ed
the commands prints to the screen.

la page[page] Sets/printghe pageregister of the logan. Normally the userdoesnt have to be con-
cernedwith this becauselump andview setsthe pageautomatically Only useful if
accessing the traceitber manually via the grmon mem command

The LOGAN driver cancreatea VCD waveform ®le usingthe “la dump' command.The ®le setup.lognis
usedto de®navhich partof thetracebuffer belongto which signal. The ®leis readby the delug driver before
aVCD ®leis generatedAn entryin the ®leconsistof a signalnamefollowed by its sizein bits separatedy
white-space. Ra@s not haing these tw entries as well asws beinning with an # are ignored.
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Example:

count31_16 16
countl5 6 10
count5 06

This con®guratioimasatotal of 32 tracedsignalsandthey will bedisplayedasthreedifferentsignalsbeing16,
10 and6 bits wide. The®rstsignalin the con®guratio®lemapsto the mostsigni®canbits of the vectorwith

thetracedsignals.ThecreatedVCD ®lecanbe openedby waveformviewerssuchasGTKWave or Dinotrace.
Below is an @ample trace displayed in GTKake.
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To simplify the operationof thelogic analyzeya graphicalGUI is available. The GUI is writtenin Tcl/Tk and
canbeconnectedo GRMON usingthegdbinterface.To usethe GUI, enterthegdbcommandn GRMON and
then launch the tcl ®le lag.tcl.

Theleft sideof the GUI window hasthe settingsfor the differenttrig levels,i.e. pattern,mask,matchcounter
andtrigger condition.Which trig level the settingsapply to is chosenfrom an option menu.The ODaevnload
confObutton transfersthe valuesto the on-chiplogic analyzer The patternand maskis paddedwith zeroes
from theleft if notfully speci®edThey canbe entereceitherin hexadecimalor decimalbut thereis a limita-
tion that no signal can be wider than 64 bits.

Theright sideof thewindow showvsthe statughe settingswhich controlthetracebuffer. Thesesettingsaresent
to thelogic analyzewhentheuserpressegnter The ‘armed'and triggered'®eldsof the statuscanbere-read
by pressing the OUpdate statusiidb.

Thereare alsobuttonsto arm andresetthe logic analyzeraswell asto dumpthe vcd-®leandlaunchGTK-
Wave. Ary GRMON command can be issued from the entryvodiese bttons.

Fromthe ®lemenuthe currentcon®guratiortanbe saved anda new onecanbe loaded.The GUI defaultsto

thesamecon®guratio®leasthe GRMON dehug driver. If thecon®guratiofis savedit addsinformationabout
thesetupwhichis ignoredby GRMON. Whensaving/loadingary ®lenamenaybe speci®edbut duringstartup
the GUI readsthe Osetup.lagnO®le. Only ®lespreviously saved by the GUI canbe loadedfrom this menu
option.

GAISLER RESEARCH AB




GRMON User@® Manual

-27 -

GAISLER RESEARCH AB




- 28 -
GRMON User® Manual

6 FLASH programming

GRMON includesf3ashprogrammingoutinesintendedo usedwith GaislerResearcls andPendeiElectronic
Designs LEON2/3developmentboards Otherboardsmight be supportedf they uselntel Rashproms,but no
guaranteesre given. The RBashprogrammingcommandsare only supportedf the target systemcontainsa
LEONZ2 memorycontroller(MCTRL). Both 32-and8-bit wide promsaresupportedbut not 16-bit. It is imper-
ative thatthe promwidth in the MCFG1registercorrectlyrel3ectshewidth of the externalprom. Thefollow-
ing Rash programming commands arevjated:

Rash Print the on-board Rash memory con®guration
Rash disable Disable writing to Rash
Rash erasdaddr | all]

Erasea Rashblock at addressaddr, or the completelBashmemory(all). An address
range is also support,e.g. "Bash erase 0x1000 0x8000'.

Rash load<®le>

Programthe RBashmemorywith the contents®le Recognize®leformatsareELF and
srecord.

Rash lock[addr | all]

Lock a Rashblock at addressaddr, or the completel3ashmemory(all). An address
rangeis also support, e.g. ‘Rash lock 0x1000 0x8000'.

Rash lockdavn [addr | all]

Lock-dowvn a Rashblock at addressaddr, or the completeashmemory (all). An
address range is also support, e.g. "Bash leakdx1000 0x8000'.

Rash query Print the Bash query gesters
Rash status Print the Rash lock statusgister
Rash unlock[addr | all]

Unlock a Rashblock at addressaddr, or the completeBashmemory(all). An address
range is also support, e.g. ‘Rash unlock 0x1000 0x8000'.

Rash write <addr> <data>
Write a 32-bit data wrd to the Rash at addresddr.
A typical command sequence to erase and re-program a 3ash memory could be:

flash enable
flash unlock all
flash erase all
flash load file.exe
flash lock all
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7 Extending GRMON

7.1 Loadable command module

It is possiblefor the userto addcustomcommanddo GRMON by creatinga loadablecommandnodule.The
module should>gort a pointer of typ&JserCmd_TcalledUserCommand<.g.:

UserCmd_T *UserCommands = &CommandExtension;

UserCmd_T is de®ned as:

typedef struct

{

/* Functions exported by grmon */
int (*MemoryRead )(unsigned int addr, unsigned char *data, unsigned int length);
int (*MemoryWrite )(unsigned int addr, unsigned char *data, unsigned int length);
void (*GetRegisters)(unsigned int registers[]);
void (*SetRegisters)(unsigned int registers[]);
void (*dprint)(char *string);

/* Functions provided by user */
int (*Init)();
int (*Exit)();
int (*CommandParser)(int argc, char *argv[]);
char **Commands;
int  NumCommands;
} UserCmd_T;

The ®rst @ entries is function pointers that areyided by GRMON when loading the module

MemoglReadnplementsanAHB readonthetargetsystemTheAHB addresss passedn addr, while
thereaddatais returnedn the*data pointer Thelengthparametede®neshenumberof bytesto read.

¥ MemoryWriteimplementsan AHB write on the target system.The AHB addresss passedn addr,
while *data shouldpointto the datato be written. The lengthparametede®neshe numberof bytes
to be written. The write length should be a multiple of 4.

¥ GetRgisters gets the processorgisters. See thet grmon.h include ®le fgigter de®nitions.
¥ SetRgisters sets the processomisters. See thet grmon.h include ®le fgisier de®nitions.
¥ dprint prints a string to the GRMON console

The ®@e last entries are to be implemented by the user:

Init andExit are called when entering andia®y a grmon taget.

CommandBrser are calledfrom GRMON beforeary internalparsingis done.This meansthatyou

canoverrideinternal GRMON commandsOn succes€ommandBrsershouldreturn0 andon error

thereturnvalueshouldbe > 200.0n error, GRMON will print out the error numberfor diagnostics.
argv[lt_)] dis the commanditself and argc is the numberof tokens, including the command that is

supplied.

Commands should be a list ofadlable commands. (used for command completion)

NumCommandshouldbethe numberof entriesin Commandsilt is crucialthatthis numbermatches
tbhe(rj]umberof entriesin Commandslf NumCommandss setto 0(zero),nocommancdccompletionwill
e done.

A simple kample of a command module is supplied with the professi@naion of grmon.
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APPENDIX A: GRMON Command description

Al

GRMON built-in commands

Command

Description

batch [-echo] <batch®le>

Executeabatch®leof grmoncommand$rom <batch®le>Echocommandsf -echo
is speci®ed.

baud <rate>

Change DSU baud rate.

disassemble [addr [cnt]]

Disassemble [cnt] instructions at [addr].

echo Echo string in monitor winde.
exit Alias for “quit', exits monitor
help [cmd] Shaw available commands or usage for speci®c command.

info [drv | libs | rg | sys]

Shawv detug drivers, libraries, systemgsiter or system con®guration

load <®le>

Load a ®le into memaryhe ®le should be in ELF32, srecords or a.out formal.

mem [addr] [count]

Examine memory at at [addr] for [count] bytes.

shell <command>

Execute a shell command.

symbols [symbol_®le]

Shav symbols or load symbols from ®le.

quit Exit grmon and return to woker(the shell).
verify <®le> Verify memory contents ainst ®le.
version Shaw version.

wmem <addr> <data>

Write <data> to memory at address <addr>.

Table 1: GRMON bilt-in commands
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A2

LEON2/3 DSU commands

Command

Description

ahb [trace_length]

Shav AHB trace.

break [addr] Print breakpoints or add breakpoint if addr is suppliegt 3ymbols can be used
instead of an address.

bt Print backtrace.

cont Continue gecution.

cp Shaw registers in co-processor (if present).

dcache Shaw data cache.

delete <bp> Delete breakpoint "bp'.

“oat Display FPU rgisters.

gdb [port] Connect to the GNU delgger (gdb).

go Start xecution at <addr> without initialisation.

hbreak [addr]

Print breakpoints or add hardve breakpoint.

hist [trace_length]

Shaw trace history

icache

Shaw instruction cache

inst [trace_length]

Shaw traced instructions.

leon Shov LEON registers.
mmu Print mmu rgisters.
pro®le [0|1] enable/disable simple pro®ling. Ngaments sh@s current pro®ling statistics.

register [re|win] [val]

Show/set intger rggisters (or windws, a 're w2')

run

Run loaded application.

stack <addr>

Set stack pointer for merun.

step [n]

Single step one or [n] times.

tm [ahb | proc | both | none]

Select trace mode.

tra [inst_count]

Trace [inst_count] instructions.

va <addr>

Performs a virtual-to-pfsical translation of address.

version

Shaow version.

watch [addr]

Print or add watchpoint.

Table 2: LEON2/3 DSU commands

APPENDIX
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A.3 FLASH pr ogramming commands

Command Description

“ash Print the detected "ash memory con®guration.
“ash disable Disable writes to "ash memary

“ash enable Enable writes to “ash memary

“ash erase [addr]|all

Erase "ash memory blocks.

“ash load <®le>

Program ®le into “ash memory

“ash lock [addr]|all

Lock "ash memory blocks.

“ash lockdavn [addr]jall

Lockdown "ash memory blocks.

“ash query

Print the "ash memory queryggster contents.

“ash status

Print the "ash memory block lock status.

“ash unlock [addr]|all

Unlock “ash memory blocks.

“ash write [addr] [data]

Write single dataalue to "ash address.

Table 3: FLASH psgramming commands
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APPENDIX B: HASP License ley installation

B.1 Installing HASP Device Driver

Two versionsof the HASP USB hardwarekey areavailable, HASP4M1 for node-locled licensegblue key),
andHASP4Net for “oating licenses(red key). Beforeuse,a device driver for the key mustbe installed.The
latestdrivers can be found at www.ealaddin.conor www.gaisletcom. If a oating-licensekey is used,the
HASP4network licensesener alsohasto beinstalledandstarted.The necessargener installationdocumen-
tation can be obtained from the distrilon CD or from wwwealaddin.com.

B.1.1 On a Windows NT/2000/XP host

The HASP device driver is installedautomaticallywhen usingthe HASPUserSetupxe locatedin hasp/win-
dows/driver directorythe GRMON CD. It automaticallyrecognizethe operatingsystemin useandinstall the
correct dver ®les at the required location.

Note: To install the HASP dece driver under Vihdows NT/2000/XPyou need administrator pileges.

B.1.2 On a Linux host

Thelinux HASP driver consistsof aksusbddaemonlt is containedin the hasp/linux/dwver on the GRMON
CD. Thedriver comesn form of RPM packages$or RedhatandSusédinux distributions.The packageshould
be installed as folles:
Suse systems:

rpm -i aksusbd-suse-1.8.1-2.i386.rpm
Redhat systems:

rpm -i aksusbd-redhat-1.8.1-2.i386.rpm

The driver daemon can then be started by re-booting the mosteouteng:

letc/rc.d/init.d/aksusbd start
Note: All described action should be&eruted as root.

On otherlinux distributions,the driver daemorwill have to be startedmanually This canbe doneusingthe
HDD_Linux_dinst.taigz, which also contains instruction onahto install and start the daemon.
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B.2 Installing HASP4Net License Manager

The follonving steps are necessary to install HASP4 Net in aarktw
- Install the appropriate HASP daemon and connect the HASP4e)et k

- Install and start the HASP License Manager on the same machine.
- Customize the HASP License Manager and the HASP4 Net client, if necessary

B.2.1 On a Windows NT/2000/XP host

The HASP LicenseManagerfor Windows NT/2000/XPis nhsrvice32.xe Usethe setup®lelmsetup.ge to
installit. It is recommendethatyou install the HASP LicenseManagerasanNT service sothereis no need
to log in to the station to pvale the functionality

1. Install the HASP déce driver and connect the HASP4 Neyko a station.

2. Installthe LicenseManageiby runninglmsetup.&e from the GRMON CD andfollowing theinstructionsof
the installation wizard. As installation type, select Service.

To activate the HASP LicenseManagerapplication,startit from the Start menuor Windows Exploret The

HASP LicenseManagerapplicationis alwaysactive whenary protocolis loadedandaHASP4Netkey is con-
nected. © deactyate it, select Exit from the main menu.

B.2.2 On Linux host

Before installing the LM you mustinstall the HASP driver and aksusbddaemonas describedabore. The
licensemanagercanthenbe installedthroughrpm on Redhatand Susesystemspr startedmanuallyon other
systems. The license manager is located in hasp/linugfsemthe GRMON CD.
If you©re using SUSE 8.x or 9.x:

rpm -i hasplm-suse-8.30-1.i386.rpm
RedHat 8.x or 9.x:

rpm -i hasplm-redhat-8.30-1.i386.rpm

It you®©re running a fdifent Linux distrilntion, you must start the HASP LM manually:

J/haspim
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